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INTEGRITI SOFTWARE °
SOFTWARE APPLICATIONS

The Integriti software suite includes two applications:
e Integriti System Designer for system programming and configuration.

e Integriti GateKeeper for everyday control and monitoring.

INTEGRITI SYSTEM DESIGNER

Integriti System Designer is commonly used to configure and administer your site; this application contains setting and options that
if changed can affect the overall functionality of the site. In most cases System Designer is used by your Installer to commission the
system or to perform maintenance. Your site administrator may need access to Integriti System Designer to make programming

changes.

Range Int

~AR-O-E-RO

Lifts £ Automation ¥ Hardware em B, Schematics & Alerts 1B Administration & Window

2% B wlods % O8 L PT L0

ConnectNew Controller || Users Permission Door Lists AreaLists || Everything Doors Areas Auwiaries Inputs CCTV Cameras || Time Periods Holidays || Navigation Review Fiters Advanced Global
Controller  Connections Groups Reports  Audit

Status visile |

[e2 7] new Controller 'SC005135" & Module(s) Offine

Actions = & I

[ | status Date Time Action Performed | Affected Entity

: Source | | Message | | Review Type | - | Review Level [1nner Range -De... || 1)/
— - : = R i L - -
© Period |Recent History v | Last Days ~| & Print / Export CSV HEE
¥ B oK 1/04/2016 12:44:13PM  Arm - Area i
- = sE
LolRe Source e, 1,22 = QFaled 1042016 12:42:53PM  Disarm o frea |
3 1/04/2016 1:52:20 PM New Controller 'S... Sky Tunne! Service: Connected to server SkyTunnel Service
1/04/2016 1:50:04 PM New Controller 'S.... Sky Tunnel Service: Connect failed, attempting next server SkyTunnel Service
1/04/2016 1:43:54PM New Controller 'S... Sky Tunnel Service: Connecting to server: 58, 108,221.52:40844 SkyTunnel Service
1/04/2016 1:48:54 PM New Controller 'S... Sky Tunnel Service: Could not resolve server DNS name SkyTunnel Service

1/04/2016 1:43:32PM New Controller 'S... Sky Tunnel Service: Connecting to server: 58,108,221.52:40844 SkyTunnel Service

New Controller 'S.... Sky Turnel Service: Could not resolve server DNS name SkyTunnel Service

SkvTunnel Service.

Sky Tinnel Service: Connectinn tn server: 58.108.221.57: 40844

New Controller 'S,

Integriti -

INTEGRITI GATEKEEPER

Integriti GateKeeper provides you with a simplified version of System Designer, which only shows items commonly used to monitor
your site. GateKeeper does not allow you to access options that if changed would affect the overall security of the site. GateKeeper
is commonly used to monitor and change the state of areas or doors and programme users.

ol

% R

Schematic Advanced Filters LiftViews || Alert Finlized || CCTV Cameras Intercom Show Intercom Other Integrated || Challenge Challenge (| Time Periods Holidays || Doors  Areas Programmed Named LAN Modules || New Review || Custom
Maps  Reports i Alerts Fonts  Call Quee Devices Definition Responses Inputs  Actions Window || Ttems
)

¢ ] Open

I 1
.o |site MName Notes

7 Type here to sea) Type here toseQ Type here tos=Q

Alert View: Combined View; Showing 0

: Source Message Review Type v < || £ Claim # Action @ Force Finalize | @ Un Mute 3¢ Un Claim | 84 Hide Alerts Claimed by Other Operators

* Period [Recent History st 1 2] [oas | @ Print / Export CSV. [ Date /Time Updated ¥ | Message Activations | Priority ¥ | State Operator
= ¥ | Source ek Type B[ 7 | Tvpe here to search... Q | Type here to search... Q |Type here to, | Type here toQ; | Type here to, | Type here to seafd
> 1/04/2016 1:52:20 PM New Contraller 's... Sky Tunnel Service: Connected to server skyTunnel Service El

1/04/2016 1:50:04 PM New Controller 'S... Sky Tunnel Service: Connect faled, attempting nexts... SkyTunnel Service

1/04/2016 1:49:54PM New Controller 'S.... Sky Tunnel Service: Connecting to server: 58.108.22...  SkyTunnel Service

1042016 1:49:54PM New Contraller '5... Sky Tunnel Service: Could not resalve server DNS name  SkyTunne! Service There are no itel

New Contraller'S... Sky Tunnel Service: Connecting to server: 58.108.22...  SkyTunnel Service

New Controller 'S... Sky Tunnel Service: Could not resolve server DNS name  SkyTunnel Service

New Controller 'S... Sky Tunnel Service: Connecting to server: 58.108.22... | SkyTunnel Service

ler (Connected to 127.
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LOGIN WINDOW

To launch System Designer or GateKeeper, navigate to the Start Menu > All Programs > Inner Range folder and click the applications
icon. Once an application is launched a login window will appear, this window is identical for System Designer and GateKeeper. To
log into the application, enter your operator name and password then click the Login button.

The Login window contains the following options:

1. The Software Version number identifies which

version of the software you have installed. (! Current Windows User
@ © Use These Login Credentials
2. The default method for logging into System ; User Name | @)
Designer and GateKeeper is Use These Login Pootd ()

Credentials. This method allows you to login by
entering your user name and password. If your
software has been configured to use the Current
Windows User option, you can login without
needing to enter a user name and password. This
login option is configured by your installer and
requires additional licenses.

Integriti Server
Server Ielhost

3. Enter your User Name in this field.
4. Enter your Password in this field.

5. Do not change the Integriti Server settings unless
instructed to do so by your Installer.

6. The Server Icons show the status of the servers that
are required for the software to operate.

INTEGRITI SERVERS

The Integriti servers are required for System Designer and GateKeeper to run, connect to
controllers and CCTV systems.

tart

Before you login to System Designer or GateKeeper make sure the Integriti servers are g

started, this is indicated by a green dot. If they have not started, right-click the Servers Etﬂlp

Icon and click Start.

If the integriti servers are not visible you may be on a client workstation or the

application was not launched with administrator privileges.

The table below shows all the possible states for the Integriti servers.

Stopped Stopping Starting Started

Integriti Application Server . - L i
Integriti Controller Server @ ] Aoy )
Integriti Integration Server % : -5, %
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SOFTWARE NAVIGATION °
USER INTERFACE

The default layout for System Designer and GateKeeper share common elements. Below is a breakdown of the System Designer
interface.

I Quick Access Tool-bar I Ribbon I Workspace
1 1 1
| U | 1

& Intruder [ 3 automation ¥ Hardware

3 > !a =5 @ @ h QJ’ - @ 1
Cunneﬂ New CunuuHev e Au)ﬂhanes xnms CCTV Caeras | T Periods Hoidays | Navigaton Review e Advanced Gobal
Controller  Connections ports At 1
3
[navgan 8] [ 8 Users (showng 2) (x| | -
i @ AddNew “F Edit 1) Duplicate X Delete |} Export | & Print/ Export CSV |~ - Bulk Add Cards and Users 1
. |ste D Name Last Modified Last Modified By | First Name(s) Sewn:lame Status Notes
Type here to se, | Type . | Type here to search... Q | Type here to search Q | Type here to sesk, | Type here to search... Q | Type hefk to search Q | Type here to seald | Type here to search. Q
2 & Defaut Site u1 Installer 28/03/2016 4:26:05 PM AppServer: Inte...  Installer l Area 1
4% WiredExp: 01 @ Onine
& Defaultste U2 mester 29/03/2016 42606 M AppServer: Inte... Master
§ cacicarem: 01 @ onine
Actions o 8 x
£ Source | | Message ] Review Type -| Review Level [1nner Range -De... ~|| O Status Date Time Action Performed | Affected Entity
¢ Period [Recent History < Last [pays -] & Print/ Bport CSV
Local Time: v | Source Text Type =~
> | 13/04/2016 120038 M New Controler ). Modkie Secureds CaKcdTem: 01.(T01) {01 Vodde Event. 1ol
13/04/2016 12:00:38PM  New Controller 'Sy Module Secured: WiredExp: 01 (E03) {03} Modkie Event 1
13/04/2016 12:00:37PM  Mew Controller 'sH. wiredExp: 01> FT_FIRMWARE Version: 1,3,0_20688 Serial: 00001140 - Error: 00 State: 00 Modde Info
13/04/2016 12:00:37PM  New Controller 1 Modie Found: WiredExp: 01 (E01) {03} Modie Event 1
13/04/2016 12:00:37PM  New Contraller ... Meodule Found: C3K-LedTerm: 01 (T013) {01} Module Event
New Controller i Fimare Info: PID: RET_INVALID_STATE 0325012C Data: 00000004 00000000 0000007F Software Info 1
| 40 Euert b

Logged In 2s Installer (Connected to 127.0.0.1:44000)

1 L__________.I 1
1 1 1
I Review Panel 1 Navigation Panel I Actions Panel

RIBBON

The Ribbon is designed to help you quickly find the items you need to programme or monitor the system. Items are organized into
logical groups, which are collected under tabs. Each tab relates to a type of function, such as Intruder or Access Control tabs.

: Tabs I Groups : Icons
1
1 The tabs arrange all the items by 1 Eachtabis divided into smaller 1 Each icon relates to a specific system
I' category. The Home Tab has the 1 groups based on their function I item that can be programmed or
: most commonly used items. 1 : monitored.
1
1

Inner Range Integriti System Design

Intruder : 1] Lifts £ automation ¥ Hardware 24 System B, schematics & Alerts B Administration = Window

& & v Bhoinlody 810 SRITS O

ConnectMew Controller Users Permission Door Lists Area Lists |®Everything Doors  Areas Auxiliaries Inputs CCTV Cameras | Time Periods Holidays Nawgahoanewew Filters Advanced Global

Controfer  Connections Groups 1 Reports  Audit
1 M
1 .
I Quick Access Toolbar
: The Quick Access Toolbar provides a location that you can save commonly '_\
I used items so that they can be opened without navigating through the : et
j ribbon. Right-click on any icon and select the Add to Quick Access Toolbar Remove from Quick Access Toolbar
1 option to display the item in the Quick Access Toolbar. Show Quick Access Toolbar Below the Ribbon

Minimize the Ribbon
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REVIEW PANEL

The Review panel is located at the bottom left of the Integriti System Designer window by default. Review is a historical log of the
events that have occurred on the security controller or within the software.

Review (=T 4

¥ 13/04/2016 12:00:33 PM
13/04/2016 12:00:38 FM
13/04/2016 12:00:37 FM
13/04/2016 12:00:37 FM

Mew Controller 'S...
Mew Controller 'S...
Mew Controller 'S...

MNew Controller '5...

Module Secured: C3K-LcdTerm: 01 {T01) {01}

Module Secured: WiredExp: 01 (E01) {03}

WiredExp: 01 -> FT_FIRMWARE Version: 1,3.0_20688 Serial; 00001140 - Error; 00 State: 00

Module Found: WiredExp: 01 (E01) {03}

re prem— Roioupe| | Reiewlat o e <}y
¢ Period |F‘.eoer1t History v| Last | 1 :| |Days v| &y Print / Export CSV
I Local Time ¥ | Source Text Type

Module Event
Module Event
Module Info

Module Event

Actions oR x

ACTIONS PANEL

Status Date Time Action Performed  Affected Entity

N NS 23{03/2012 10:52:29 &AM Unlack B staff Entry
The Actions panel displays actions that are performed by an operator from the ° @ oK 23/03/2012 10:52:29 A1 Unlock W Eavzoler
b 3@ oK 23{03/2012 10:52:28 AM  Unlock B Bav 1 Roller

software. The action list will display if the action was successful or failed.

NAVIGATION PANEL

| [
The Navigation panel dlsplz?ys jche sites, sub-sites, cor.ltrollers and hardware = e —
modules on the system. This display can be used to view the state of controllers 1] Defoult Site
and modules or to trigger commands such as connecting or disconnecting a SR New Controller '5C005136° €3 Offine

controller.

EDITOR WINDOW

When an item such as a user, area or door is edited, all the options and properties appear in an Editor Window. There are some
common elements between editor windows for different items.

: Tool Bar Properties / Options Context-based Help

The main part of the editor window

1

1

1 The help displayed will change based
displays all the properties for the 1

1

1

1

on the selected property or option.

1 Most of the toolbar icons appear on
I every editor window.
! item you are editing.

of 2ltems b b[ © K | B | T | O Showltem History | @ Print Card

L
Psirmissions for this User

0
[l mefault site - [Juo
L]

New User 1
First Mame(s)

Primary Permission Group | 1

Extra Permissions

Mo image data

| oh Add = Remove

=

Second Name

Security PIN

Qualify PIM

% ||

Options

|| Acquire Card... -Z] Enter Number ... = Existing Card...

Properties

4|

Card Mumber Card Type Card Iss... | Status

Cancel On Card Acc
Cancel On PIN Logon
Disability

Duress Code

|
1 Cancel On Card Access

User’s permissions will be cancelled after next card use.
1 Not compatible with Data Sync Mode: ‘Disallow changes from controller’,
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EDITOR WINDOW TOOL BAR

The toolbar contains the following buttons:

-9 4 ufl]terns Bkl € % hw, D 1) Showltern History | E2f Print Card
O 000 ¢C 00000 0 12

1. The Save button will save the item that is currently 7. The Last Item button will move forward to the last item
displayed in the editor window. in the list.
2. The Undo button will revert the last change since the 8. The Create New button will make a new blank item.

editor window was opened.
9. The Delete button will remove the currently selected
3. The First Item button will move backwards to the first item.
item in the list.
10. The Show Cross References button will open a window
4. The Previous Item button will move backwards one item. that shows the other system items that relate to the
currently displayed item.
5. The Item Number field displays what number that

current item is in the series. You can type in a number to 11. The Show Item History will open a window that shows
jump to a particular item. the entire history of the item.
6. The Next Item button will move forward one item. 12. The Item Specific Commands will change based on the

item you have open.

You can toggle the automatic save feature by clicking the Save button drop-down and selecting the E 7
Auto Save option. The Save icon will change to a green icon when the automatic save feature is
active. When you make a programming change to an item and close the window or navigate to the E Save As Script

next item, your changes will automatically be saved.

v | Auto SaKe
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USER PROGRAMMING °
CREATING A USER

A user is any person that will interact with the Integriti system via a keypad or card reader. The User Editor window allows you to
assign the user a PIN number, access card, user permissions or even a photo.

To create a new user from System Designer, navigate to the Home tab then click the Users icon, this will open the Users List. Click
the Add button to open the User Editor window containing a blank user record.

¥ Automation £ Hardware

To create a new user from GateKeeper, navigate to the Users tab then click the Users icon, this will open the Users List. Click the Add
button to open the User Editor window containing a blank user record.

USER EDITOR WINDOW

The top left section of the User Editor window contains the basic user information.

First Name(s)

No image data U |

S Mame What Options When

Security PIN Qualify PIN
O O]
RF Remotes
o

Card Mumber Card Type Card Iss... Status

Properties

1. The Site field is used to associate a user with a site or 2. TheID field is a unique number that you can use to identify
sub-site, this will not have any impact on the user. The the users. Each time you add a new user, the user will be
user will only be visible in the software if the operator given the next available number. The ID field is just a number
logged in has permission to view users from that sub-site. that has no effect on the user.

3. The First & Second Name fields are where you enter the
user’s first and last name.

INTEGRITI USER GUIDE PAGE 6 WWW.INNERRANGE.COM
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4. The Security PIN is required for a user to interact with 5. The Qualify PIN can be used instead of the Security PIN
the Integriti system via a keypad. If the user needs to be when entering a door that requires the user to enter a
able to arm or disarm areas from the keypad, you will PIN to unlock. The qualify PIN is used so that the PIN
need to assign the user a security PIN and a menu group. number that is used for keypad access can be different to
There is no minimum or maximum length for a Security the PIN number used for door access. Please check with
PIN by default; however your system may have been your installer if you are unsure if you need to use the
configured to have a fixed PIN code length. If you enter qualify PIN.

a Security PIN that is either too long or too short the
following error will occur.

Warnings : 1 outstanding

Time Affected Controller Description

4/12/2015 3:06:39PM  New Controller 'SC002604 Data Write Error (RET_PIN_LENGTH_ERROR - Liser 3)

i Warnings : 1 outstanding

INTRODUCTION TO PERMISSIONS

It is important to understand how user permissions are structured before assigning permissions to a user. A permission is an item
that you assign to a user to allow or deny that user the ability to interact with the item. Permissions include doors, areas, floors, lift
cars and menu groups. In most cases more than one door or area is assigned to a user. It is recommended that you use a list of items
such as area lists, door lists or floor lists when assigning permissions for many of the same item.

PERMISSION GROUPS

A permission group is a collection of permissions that can be assigned to one or more users. Many organizations have an internal
structure where users share similar roles, for example, Warehouse Staff. It is easier to assign a single permission group to all of the
Warehouse Staff rather than adding individual areas, doors or menu groups to each user. In most cases, the permission groups will
closely match the roles within the company. Permission groups make it easier for you to add a single door to a group of users as it
only requires the change to be made to a permission group and it will affect all users assigned that permission group.

CREATING A PERMISSION GROUP

Permission groups can only be created or edited from System Designer. To create a new permission group, navigate to the Home tab
and click the Permission Group icon. Click the Add New button to open the Permission Group Editor window.

& Automation ¥ Hardware 3 Em W, schem  Alerts B! Administration & Window

PERMISSION GROUP EDITOR WINDOW

The Permission Group Editor window only contains a Name field and it is primarily used to add or remove permissions. To add a
permission to a permission group click the Add button.

What Options When

Modified

INTEGRITI USER GUIDE PAGE 7 WWW.INNERRANGE.COM
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The Search for What window will open, this window has two sections:

[ SRR

Site D Last Modified Last Modified By Status
Type here to seald | Type . Q| Type here to seald | Type here to sel ||

List Fikers |
i Type here to search...

2" Permi 1 Groups

Door Default Site QG1 Manager 3/12/2015 2:47:40 PM
Default Site QG2 Staff 3/12/2015 2:47:40 PM
Area Lists
Default Site QG3 Contractor 3/12/2015 2:47:40 PM
Default Site QG4 Warehouse Staff 7/12/2015 10:23:54 AM Installer
Default Site QG5 Warehouse Staff 7/12/2015 10:04: 17 AM Installer

Lift Car Lists
Lift Floors
Lift Floor Lists

Everything

=

[ Auto Refresh

1. The List Filter allows you to filter all the available items 2. The Filtered Item list allows you to choose one or more
that can be assigned to a user as a permission based on items to assign to the user. To select more than one item
the item type. at a time, hold down the CTRL button and click multiple

items.

PERMISSION STRUCTURE

Once you have selected an item from the Search for What window click the OK button to add it to the permission group.
The item is then displayed in the Permission Group editor window and has the following options:

Options
Entry [ Exit

MName

New Permission Group o o

Last Changed By

Created Modified

Notes

1: ALLOW OR DENY

This column determines if the permission is allowing or denying access to the item. Please note that if

you deny an item that has already been allowed within the permission group, the deny will override the
allow. o Allow - ! Wareht

< Allow
G Deny
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2 : WHAT

The What column is used to determine which item the permission refers to. Clicking the ellipsis, (button
with three dots) will open the Search for What window allowing you to select a different item.

3 : OPTIONS

The Options column is used to determine how the user can interact with the assigned item. This allows
you to assign a user permissions only to arm a particular area and not disarm it. Alternatively, you can
assign the user permissions to only enter or exit a door.

! Door 1

The When column is used to provide conditional permission to an item. This is most commonly used to _
. . . . . e When Is
assign a user with permission to an item but restrict its access to certain times of the day. For example,
R . . . . .7 working Hours @
you may have a user that is only allowed to access a door during working hours. This can be achieved by =~

adding the Working Hours time period to the When column.

The Is column is used to reverse the condition that is used in the When column. If you only wanted a
user to have access to a door after working hours you could put the Working Hours time period time in ¢ working Hous :
the When column and set the IS column to invalid. This is easier than creating a new time period called @ vald
Non-Working Hours. e

ASSIGNING USER PERMISSIONS

The Permissions for this User window is divided into two sections, Permissions for this User

the Primary Permission Group and the Extra Permissions. It is primary Permission Group [ 1 1
important to understand the structure of permissions before Extra Permissions

assigning permissions to a user A

What Options When

1: PRIMARY PERMISSION GROUP

The Primary Permission Group option is where a user’s permissions are usually assigned. This field only allows you to assign a single
permission group, in most cases a user will be assigned a primary permission group based on their role in the company.

2 : EXTRA PERMISSIONS

The Extra Permissions section lets you allow or deny permissions for items independent of the primary permission group.
This feature is commonly used to reduce the number of permission groups within the Integriti system.

If two users have similar roles, for example Warehouse Staff and Warehouse Manager, they can both be assigned the same primary
permission group. You would then add extra permissions for the additional doors and areas that the Warehouse Manager needs.

The extra permissions use the same What & When structure as in the permission group programming.

INTEGRITI USER GUIDE PAGE 9 WWW.INNERRANGE.COM
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USER PROPERTIES

There are many settings found in the Properties section of the User Editor window, most of these options are rarely used and should
not be edited unless instructed to do so by your installer.

Below are three more commonly used options:

1: USER CANCELED

If flagged, the user’s permissions will be disabled. The user
will not be able to interact with the Integriti system via a
keypad or an access control door.

Properties

Basic Details

2 - START DATE TIME Created 4/12/2015 2:52:22 PM

Last Modified 7(12/2015 2:20:32 PM

The Start Date Time option prevents the user from interacting
with the Integriti system until the date and time specified.

User Options

. Cancel On Card A
3 : EXPIRY DATE TIME ance! On Card Access 0
Cancel On PIN Logon |
The Expiry Date Time option prevents the user from Disability |
interacting with the Integriti system past the date and time Duress Code I
specified. User Cancelled O
. . . Mo Greeting |:|
The Start Date Time and the Expiry Date Time can be used S
. o ermanent Cache O
separately or combined. For example, a visitor that attends a Exclude From Ak PC 0O
site for a set duration of time between two dates. The Start ALRM Permanent 0
Date Time will ensure that visitor will not be able to access Default Floar

the site early and the Expiry Date Time will ensure that the Start Date Time

card can not be used past the end of the visit. Erore

;Irust.—:lln':r Lockout

Is Installer (Level 3)

Can toggle Installer Lockout
Tenancy

ASSIGNING CARDS T0 USERS

Once a user has been created and programmed, the next step is to assign them a card. There are numerous card formats and card
types in Integriti, therefore, there is more than one way for you to assign a card to a user.

The following methods for assigning cards will depend on the types of cards you currently use on-site. Check with your installer to
confirm which method is correct for you.

DIRECT ENTRY

Direct Entry is a method of using the raw information
that is read from a card by a reader. Integriti does not
interpret the raw information. Direct Entry cards can not be
preprogrammed in Integriti as every card needs to be badged Card Number
to read its information.

To assign a direct entry card to a user, click the Acquire Card
button found in the Cards section of the User Editor window.
The Acquire Card window provides you three methods to
acquire a card.
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.?I : -’ -~

Review Wiegand Console Reader  SIFER Enrolment Station

Present the new Card / Access Token at any system reader

Local Time * Source Text

Type here to search... Q| Type here to seafl, | Type here to search. .. Q | Type here to seall,

"Double Click" on your Card to choose it

1. Review: Selecting this option will scan for review 3. SIFER Enrollment Station: If SIFER Cards and readers
messages of card badges at any reader on the site. are being used, the SIFER enrollment station can
Simply badge the card you want to assign to a user at be attached to a PC via a USB port to make the
a reader, once it appears in the list double click it to enrollment of many SIFER cards easier.

assign it to the user.

2. Wiegand Console Reader: If many direct entry cards
are going to be assigned, it may be easier to use
a Wiegand Console Reader method. The Wiegand
Console Reader method uses the enrollment station
that attaches to the PC via a serial port. To assign a
card to a user, badge a card at the enrollment station
and double-click the most recent card information.

Once the card has been double clicked the card will appear in
the Cards section of the user programming.
e

Card Number Card Type Card Iss... Status

(3l — 1A00000000000000004E0633 | Cards (Aero-F...

SITE CODED CARDS

Site Coded cards unlike Direct Entry cards can be pre-
programmed on the Integriti System and do not require you

to badge the card to assign it to a user. In some cases, the - o
number will be printed on the card itself. Card Number Card Type

If your system has been configured by your installer for site
code, you will be able to enter the card number rather than
badging the card to assign it to a user.

To assign a Site Coded card to a user, click the Enter Number
button in the Cards section, this will open the Manual Card
Entry window.
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The Manual Ca.rd Entry window contains two fields that are o2 Manual Card Entn | eE—s—

required to assign a card to a user. —

1. The Card Template is used to define what type of card Card Template |
you are assigning. In some cases there may be more than

one template, this usually occurs when a combination of cadromber 2 [

new and old cards are being used on a site.

2. The Card Number field is were you enter the unique card [:]':5
number. In some cases the number will be printed on the =
card, if it is not printed you may need to badge a card at a
reader to view the card details.

Below is a review message that contains the card information. The card number is 00027417.

w Records ( t - Mo Entiti (Showing 1,014) ( cted just now)

Recent History
Local Time Source
16/058/2015 1:11:07 PM Auto-Discovered...  Unknown User Card Access at <R02:Rdr01> out of Door 000 Denied - Wrong Card
(3 16/09/2015 1:11:07 PM Auto-Discovered... Wiegand Site (26): Site =00000039(dec) Card = 00027417 (dec) Issue = 00000(dec) at <ROZ:Rdrl1:=

EXISTING CARD

When users that have cards assigned to them are deleted
from the Integriti System, the card remains behind with an
unallocated status.

Card Mumber
This unallocated card can be assigned to a new user.

To assign an existing card to a user, click the Existing Card
button in the Cards section.

This will open the Find Entity window that displays all the
unallocated cards. Select a card from the Available Cards list
and click the OK button to assign it to the user.

Card Type Card Mumber Assodated User Status

Type here to seaQ Type here to searQ Type here to searQ‘ Type here to searQ Type here to searQ Type here to sear Q

= Default Site Cards (Default Site) ©3850 Active
e -

[ Auto Refresh
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DOOR LISTS °
INTRODUCTION TO DOOR LISTS

A door list is a collection of doors that can be used for user permissions, door control or automation. When assigning multiple doors
to a user, it is easier to assign a single door list.

An operator can lock or unlock a door list, instead of having to control doors one at a time. The Integriti controller can be configured
to automatically lock or unlock a door list.

THE DOOR LISTS MENU

To program a door list, navigate to the Home tab and click the Door Lists icon.

£ Intruder £ Access Control {1 Lifts & Automation ¥ Hardware 22 System B, Schematics & Alerts B Administration = Wind|
| e |

& @ 3 %‘oiéf*@“& B8 % O PT VO

I'-\reaLists Everything Doors Areas Auxiliaries Inputs CCTV Cameras || Time Periods Holidays || Navigation Rewview Filters Advanced Global
Reports  Audit

ConnectMew  Controller Users  Permission
Controller  Connections Groups

Door Lists

The Door Lists menu will open; this list contains all the currently programmed door lists.

Door Lists (Showing 0) (1 Selected)
1 2

: 4 5 6
© @ Add New 57 Edit [}J Duplicate % Delete | [ Export @& Print/ Export CSV
e
o | Site 1D [Mame Last Modified Last Modified By Status o
7 Type here to seahy | Type .8 | Type here to search... Q Type here tosearch... & Type here to seahd Type here to seahd &
1. The Add New button will create a new blank door list. 4. The Delete button will delete the selected door list(s).
2. The Edit button will open the selected door list for 5. The Export button saves the selected door list(s) as an
programming changes. IR-Entities file.
3. The Duplicate button will create a new door list that is 6. The Print/Export CSV button provides a printable version
identical to the selected door list. of the contents of the Door Lists window.
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CREATING A NEW DOOR LIST

Click the Add New button to open the Door Lists Editor window.

= -9 1 of kems | & - Tt D | £=) Show tem History é Unlo:aé Lock

Site List Items

@ Default Site n | f Controller Mame Address Mame 1
ID o

DLO 2] |

Mame

New Door Listl:]

Last Changed By

Created Modified

o

In List (0}

(18/08/2015 -] [18/08/2015 Bl [ [vewcontolerProooss px  Joffedor |
Notes = Mew Controller ‘FTO00023 D2 Warehouse Door
P Mew Controller 'PTO00083 D3 Server Room Door
E Mew Controller FTOO0033 D4 Foyer Doar
4 of 4 Doors shown (0 in list / 4 not in list)
1. The Site field determines which site this door list will be 4. The Unlock and Lock buttons will control all of the doors
associated with. assigned to the door list.
2. The ID field displays the unique identification code for 5. TheIn List section displays all doors that are assigned to
each door list, this ID cannot be changed. the door list.
3. The Name field is where a name can be assigned to the 6. The Not In List section displays all of the doors that are
door list. not assigned to the door list.

ADDING/REMOVING A DOOR FROM A DOOR LIST

1. Select one or more doors from the Not In List section. 1. Select one or more doors from the In List section .
2. Click the Add button to add the door(s) to the door list. 2. Click the Remove button to remove the door(s) from the
door list.
3. The door will move from the Not In List section to the In
list Section. 3. The door will move from the In List section to the Not In
list Section.
ty, | Cp | (3 Showltem History | [ Unlock [ Lock || e, T | ) Showltem History [ Unlock [ Lock
List Items List Items
Controller Mame Address Mame ) Controller Name Address MName )
7 7

In List (0}
InList (1)

P Mew Controller FT000083 D2 Warehouse Door Mew Controller PTO00083 D3 Server Room Door
ho \ .

o MNew Controller 'FT000083 D3 Server Room Door Mew Controller FTOO00E3 D4 Foyer Doar

E MNew Controller 'FTO00083 D4 Foyer Door

Mot In List (3)

4 of 4 Doors shown (0 in list / 4 not in list) g A 4 of 4 Doors shown (1 in list/ 3 not in list)

== Remove
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AREA LISTS °
INTRODUCTION TO AREA LISTS

An area list is a collection of areas that can be used for user permissions, area control or automation. When assigning multiple areas
to a user, it is easier to assign a single area list.

An operator can arm or disarm an area list instead of having to control areas one at a time. The Integriti controller can be configured
to automatically arm or disarm an area list.

THE AREA LISTS MENU

To program an area list, navigate to the Home tab and click the Area Lists icon.

## automation ¥ Hardware ? - ; atics & Alerts B Administration = Window

G 3 B B el e Sk T B SO

Connect New  Controller Users  Permission DoorLlstE‘AreaLlsts Everything Doors Areas Aumllarles Inputs CCTV Cameras || Time Periods Holidays Nawgaton Re\ﬂew Filters Advanced Global
Controller  Connections Groups Reports  Audit

.. | Site D Mame Last Modified Last Modified By Status Motes
Ll Type here to seaf.:;'f Type ':{ Type here to search... q Type here to search... q Type here to seaf.._;'f Type here to seaq Type herg
1. The Add New button will create a new blank area list. 4. The Delete button will delete the selected area list(s).
2. The Edit button will open the selected area list for 5. The Export button saves the selected area list(s) as an
programming changes. IR-Entities file.
3. The Duplicate button will create a new area list that is 6. The Print/Export CSV button provides a printable version
identical to the selected area list. of the contents of the Area Lists window.
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CREATING A NEW AREA LIST

Clicking the Add New button will open the Area Lists Editor window.

H L7 R R 1 of ltems | & E_ q. E} Show Item History | =g Arm 3 Disarm =g Arm (24 Hour)

Site List Items

@ Default Site “ | Controller Mame Address Mame

ID o

ALO (2] |

Mame

New Area Listil ;) g (5 )

Last Changed By E

Created Modified

|18/08/2015 - || 18/08/2015 -|

Motes
Mew Contraller ‘PTO00033 A2 Warehouse
Mew Controller 'FTO00083 A3 Foyer

1. The Site field determines which site this area list will be
associated with.

2. The ID field displays the unique identification code for
each area list - this cannot be changed.

3. The Name field is where a name can be assigned to the

area list.

ADDING/REMOVING AN AREA FROM AN AREA LIST

4. The Arm and Disarm buttons will control all the areas
assigned to the area list.

5. The In List section displays all the areas that are assigned
to the areas list.

6. The Not In List section displays all the areas that are not

assigned to the area list.

REMOVING AN AREA

1. Select one or more areas from the Not In List section. 1. Select one or more areas from the In List section .
2. Click the Add button to add the area(s) to the area list. 2. Click the Remove button to remove the area(s) to the area
list.
3. The area will move from the Not In List section to the In
list Section. 3. The door will move from the In List section to the Not In
list section.
List Items List Items
r Controller Mame Address Mame ) r Controller Mame Address Mame )
7 7

In List (0)

New Controller 'FTO00083

A2 Warehouse
A3

New Controller 'FTO00083

(@ New Controller 'PT000083 Foyer

3 of 3 Areas shown (0 in list / 3 not in list)

& Add

Mew Controller 'FT000083

—
!
]
o
=

i R S

Mew Controller 'PTO00083 A3 Foyer

Not In List (2)

Areas shown (L in list / 2 not in list) == Remove
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ALERTS °
INTRODUCTION TO ALERTS

An alert is a notification that draws an operator’s attention to an event or alarm.

For example, when a duress panic/duress button is pressed by a user it will require a guard to respond in person. Without an alert
the event may be completely missed or actioned too late.

Alerts are viewed and actioned from Integriti GateKeeper. The alert will remain in the software until it is finalized by an operator.

USING AN ALERT

Alerts are usually configured by your installer, as an end user you will interact with alerts from an Alert View window. An alert view
is a collection of different types of alerts, in some cases the alerts that you are able to see and respond to may differ from other
operators.

Alert views are only visible in Integriti GateKeeper and are part of the default layout. If the alert views are not visible, navigate to the
Home tab and then click the Alert Views icon.

ALERT CREATION

When the event that triggers an alert occurs, the alert is created and appears in the Alert View window. The appearance of the alert
is determined by how it is configured. Alerts can be configured to have different foreground and background colors, this allows the
you to easily identify the type of event that has occurred.

READING ALERT INFORMATION

The Alert window has multiple columns that contain information to help you identify the alert priority, what triggered the alert and
when the alert was generated. These columns can be used to filter the currently displayed alerts.

Alert View: Combined View; Showing 1

£ Claim  +# Action &2 ForceFinalize @ Un Mute 3¢ Un Claim M Hide Alerts Claimed by Other Operators

Date / Time Updated a Message Q Acﬁvaﬁunse Priority Q State G Qperator 6
F | Type here to search... Q | Type here to search. .. Q) Type here tohd | Type here tohd | Type here tohd | Type here to seald

bl 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office FIR by Office 1| Priority 1 Undaimed

1: DATE / TIME UPDATED

This displays the most recent occurrence of the event that triggered the alarm.

____________ o
Date  Time Updated ¥ I Message Activations Priority ¥  State Operator
T | Type here to search... Q IType here to search. .. Q| Type here tob | Type here tofs) | Type here tofd, | Type here to seahy

by 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office PIR by Office 1| Pric[CINERTET
[ Filter by a specific date:

This field can be searched by a specific date or a range of dates, such as last hour.

4 August 2015 3

By selecting the Show All check-box, it will display all un-finalized alerts. Mon Tue Wed Thu Fri Sat Sun

3 4 5 § 7 8 9
011 13 14 15 18
7 18 13 20 21 2 23
24 25 26 27 28 29 30
31

] Beyond this year

[T Later this year [F] Yesterday

] Later this month 7] Earlier this week
] Mextweek [[] Lastweek

] Later this week [7] Earlier this month
] Tomorrow [7] Earlier this year
] Today [F] Prior to this year
| Yesterday
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This provides a summary of the event(s) that have occurred to trigger the alert.

r
Date / Time Updated ¥ IMessage 1 Artivations Priority ¥ State Operator
% | Type here to search... Q IType here to search. .. Q1 Type here tobd | Type here told) | Type here tofd, | Type here to seald

oty Jundamed |

bl 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office PIR by Office | 1

The Message field is a basic text-based filter that you can use to filter

Message
the displayed alerts by typing the name of an item, for example: office.

This would filter the alerts to only display the ones that contain the
word office in the Message field.

3: ACTIVATIONS

Alerts can be grouped by the input, area or review message that created them. The Activations column provides a count of how
many times the event has occurred, rather than having individual alerts for each event.

b |
Date / Time Updated ¥  Message 1 Artivations I Priarity ¥ State Operator
F | Type here to zearch... Q | Type here to search. .. Q IType here tob 0 Type here tohd | Type here tohd | Type here to seald

Y 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office PIR by Office ilpriorityt  |Undaimed |

This column can also be filtered by entering a number into the search field.

4 : PRIORITY

An alert can be configured to have a priority; you can use this priority to determine which event to action first. The priority scale is
from 1 (high) to 16 (low).

Py
Date  Time Updated ¥ | Message Activations IF'riu:rity.«' Y | State Operator
T | Type here to search... Q| Type here to search. .. Q| Type here tobd IType here tofa I Type here tofd, | Type here to seahy

b8 12/08/2015 9:35:27 AM +10:00

Alarm Activated on Office PIR by Office Priority 1 | Undaimed

The Priority column can be filtered by selecting one or more of the check boxes. B (Gelect Al
[ Priority1
You can view all alerts by checking the (Select All) check box. [ Priority2
[ Pricrity3 —

5: STATE

The state of an alert will either be Unclaimed, Claimed or Finalized; this allows you to identify which alert to action in order to avoid
two operators dealing with the same alert.

-_— . - 1

r
Date / Time Updated ¥  Meszage Activations Priority ¥ 1 State 1 Operator
F | Type here to search... Q | Type here to search. .. Q Type here b | Type here tof3 IType here tohJ) Type here to seald

Alarm Activated on Office PIR by Office Priority 1 | Undaimed
The State column can be searched by selecting one or more of the check boxes. | B (Gelect Al |

b3 12(08/2015 9:35:27 AM +10:00

) ) [7] Undaimed

You can view all alerts by checking the (Select All) check box. 7] Claimed

[] Finalized
|- QK ‘ | Cancel | i

Once an alert has been claimed by an operator, the operator’s name will appear in the Operator column.

R —
Date / Time Updated ¥  Message Activations Priority ¥  State IOperatDr I
% | Type here to search... Q | Type here to search... Q Type here tohd | Type here tofd | Type here tofd Type here to seald)

Hl 12082015 9:35:27 AM +10:00 Undaimed

Alarm Activated on Office PIR by Office

The Operator column has a basic text-based search field; you can filter the alerts by typing the name of an
operator, for example, David.

Operator
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CLAIMING ALERTS

Integriti GateKeeper can have multiple operators logged in who can view and action alerts at the same time. Claiming alerts is a way
to identify who is dealing with an alert, this prevents two operators both actioning on the same alert.

Alert View: Combined View; Showing 1

14 Claiml % Action € Force Finalize . @ Un Mute 3 Un Claim

CLAIMING ALERTS

The Claim button is used to assign the alert to yourself;
this will change the state from unclaimed to claimed.

Additionally your operator name will appear in the
Operator column in the alert view. Once claimed, only
that operator can action and finalize the alert.

M Hide Alerts Claimed by Other Operators

UNCLAIMING ALERTS X

Once an alert is claimed, the Claim button will change to
an Un Claim button

If you have claimed an alert and needed another operator
to action it, you can unclaim the alert by clicking the
Unclaim button in the alert view.

Note: Claiming an alert will only work if each operator logs in with a unique operator name.

ACTIONING ALERTS

Once an alert has been claimed, the next step is to action it. The Action button opens the Finalize Response window.

Alert View: Combined View; Showing 1

2 Claim 1% Action 1§ Force Finalize - @ Un Mute R Un Claim

The Finalize Response window is used to enter a

summary of how you responded to the alert and the
alerts outcome.

|False alarm on Duress point.

||K Un-Claim || ||6> Finalize ||

FINALIZING ALERTS

The last step in actioning an alert is to finalize the alert; this removes the alert from the alert view permanently. Finalized alerts are

viewable by clicking the Finalized Alerts icon in the Home tab.

Alert View: Combined View; Showing 1

L.
54 Claim 15 Action €7 ForceFinalize 1 @ Un Mute 3 Un Claim
ol

. M Hide Alerts Claimed by Other Operators

There are two methods for finalizing an alert:

FINALIZE

You can click the Finalize button on the Finalize Response
window when actioning an alert

[False alarm on Duress point.

(@ Mute X un-Claim \:N? Finalize

FORCE FINALIZE

Force Finalize allows more than one alert to be finalized
by an operator, this is used to clear multiple alerts at once.

To force finalize select one or more alerts from the alert
view and click the Force Finalize button.

The Finalize Response window will open allowing you to
submit a response for all the selected alerts.
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THE ALERT LIFESPAN

Alerts can be configured to perform actions at specific stages of its lifespan.
These actions may occur when the alert is created, claimed or finalized.

The most common alert action draws the attention of an operator to the workstation when the alert is first created. This can be
done by performing one of the following actions:

PLAYING A SOUND DISPLAYING A SCHEMATIC MAP

The alert can control a workstation and play an audio file The alert can control a workstation and launch a
such as a siren sound. schematic map.

The alert may be configured to play the sound This is commonly used to show the operator a map
continuously, the sound can be muted by clicking the relating to the alarm.

Mute button in the Finalize Response window when
actioning an alert.

DISPLAYING CCTV FOOTAGE

The alert can control a workstation and launch CCTV footage.

This is commonly used to show the operator live footage from a camera relating to the Alarm.
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SCHEMATIC MAPS °
INTRODUCTION TO SCHEMATIC MAPS

Schematic maps are a graphical representation of your site; they allow you to control and view the state of areas, doors,
inputs, auxiliaries and many more items.

A schematic map may be as simple as a single map containing a floor plan with a couple of icons representing detectors
or as complex as multiple maps that are navigated for more detailed views.

Schematic maps are usually created and configured by the installer.

OPENING SCHEMATIC MAPS

Schematic maps are usually viewed from Integriti GateKeeper, the Schematic Maps item list is a part of the default layout.

To open a Schematic map select a map from the Schematic Maps Item list and click the Open button. You can also open a schematic
map by double-clicking on it.

= Window

W uSde AL S8 ® LYy OV sl

Schematic Advanced Filters Lift Views || Alert Finglized || CCTV Cameras Intercom Show Intercom || Challenge Challenge || Time Periods Holidays || Doors  Areas Programmed Mamed LAN Modules || Mew Review
Maps Reports View  Alerts Paints Call Queue Definition Responses Inputs Actions Window

Schematic Maps (Showing 2) (1 Selected)
[Z] Open
@ nl
. | Site Name Notes

7 Type here to seska | Type here tose | Type here to se Q)

> I S R

Default Site Site Overview

If the Schematic Map Item list is not visible, click the Schematic Map icon in the Home tab.

TOOLBAR & NAVIGATION

The schematic map window is made up of three sections:

Zoom: l- View - @3

siade]  Elawe

s
—
JIBWWNG SNEIS  SPUBWWOD

The Zoom option allows you to set a zoom percentage, this The View menu toggles the visibility of the Camera,
determines how close or far away you are from the displayed Layers, Commands and Status Summary windows.
map. -

View
The Window option will fit the
map in the current window, if e J
the window is resized, the map | Zoom: | Windaw W | Layers

will resize.
W | Commands

o | Status Summary
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DOCKED WINDOWS

The four docked windows are used to interact with the map, see the status of entities, toggle the visibility of layers and view CCTV
footage.

The purpose of these docked windows are explained later in this guide. By default
the Commands and Status Summary windows are visible and the Layers and Camera

windows are hidden. R -

2" Recent Activity
7, show Video in Mew Tab

o
[=]
E
LB LILINS BNIEIS

To dock or auto-hide a window, click on the Drawing Pin icon.

Dock Panel: ﬂ A\ show Un-finalized Alerts g
& Isolate =
Auto-Hide: E o Sticky Isolate =k

If set to Auto-Hide, the window will collapse once the operator selects a different window or an item on the map.

MAP ELEMENTS

Elements are shapes, icons, text or images that are placed on a schematic map. These elements can be static or dynamic.

Static elements are used for design or labeling purposes. For example, a label displaying the name of a map would not need to
change, so this would be a static element.

Dynamic elements are used to display the state of item within the Integriti system. For example, an icon representing a particular
door will change as the doors state changes from locked to unlocked.

Dynamic elements have an associated or linked item that can be configured when the map is created or edited.

ELEMENT TYPES

There are four element types that you may have on your schematic maps:

e Shapes
e lcons
e Llabels
e Images

Shapes are used when the associated entity cannot be represented by an icon, for example, a perimeter fence or a large area.

In addition to this, shapes are commonly used for design elements such as map legends or buttons.

There are five different shapes in schematic maps, they all differ in appearance but have some common features. All shapes
have interior and exterior colors. However, the interior color of lines and multi-segment lines are not visible. The Line Size setting

determines the thickness of the outline.

All shapes have an Opacity setting which determines their level of transparency. These settings are configured when creating or
editing the schematic maps.

1. Rectangle 4. Multi-Segment Line
The rectangle is used as a representation of an area, The multi-segment line is used as a representation of a
button or border. complex fence line or an area without an internal color.
2. Ellipse 5. Freeform
The ellipse is used as a button. The freeform shape is used as a representation of a
complex area.
3. Line
The line is used as a representation of a fence line or as a
border.
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Icons provide a simple, dynamic and flexible means of representing system items.

A schematic map can contain hundreds of icons and can still be easily understood as the icons change in appearance as the
associated items change state.

A map will never have an icon that is not linked to an entity, but in some cases the map legend may contain what appears to be an
icon. The legend only uses the image that is contained within the icon for a particular state.

It would not be appropriate for the key to change state.

LABELS

Labels are elements that display text on a schematic map.
When configured as a static element, the text appearance and contents will not change - this is commonly used for map legends.

The label element can be configured as a dynamic element - doing so will cause its appearance and contents to change based on the
state of the entity it is associated with. E.g.: A temperature sensor’s label could display ‘Server Room Temp: 18.5 degrees C'.

Images can only be used as static elements; they are generally used for design purposes, such as adding a company logo to the map.

ELEMENT STATUS

When an element is linked to an entity, it will change in appearance based on the entity’s state.

Each entity in the system has a set of rules that determine its appearance depending on whether it is displayed as a shape, icon or
label.

The most commonly found entities on a map are doors, areas, inputs and outputs. In most cases, areas will be displayed as a shape
due to the fact that an area does not have a single point location that an icon can represent.

Below are the states for the most commonly used elements:
DOORS

State

Description

Door Locked The door is currently locked.

Unlocked The door is currently unlocked.
Forced The door is currently locked and has been forcefully opened.
The door was unlocked, opened then relocked, but has not been closed for a long time.
DOTL

This state requires numerous other settings to work, not all doors will show DOTL.

Timed Unlocked The door has been unlocked for a set period of time.

Has Alarms The door is referenced in an alert; see the alerts section for more details.

Oeleloeo
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INPUTS

State Icon Description
Sealed 6 The PIR detector does not sense movement.
Alarm 6 The PIR detector senses movement.
Isolated 6 The PIR detector has been isolated to ignore the alarm and tamper states.
Tamper The cover of the PIR detector has been removed or someone has tampered with the
P cabling.
OUTPUTS
State Icon Description
On 6 The auxiliary is on.
Off o The auxiliary is off.

State Shape Option 1 | Shape Option 1 Description

Disarmed The area is currently disarmed.
Armed The area is currently armed.
Alarm The area is referenced in an alert.

STATUS SUMMARY

The Status Summary window provides a summary of the item linked to the map element. This summary includes the type, name
and the current status:

irvpe: Input
Mame: Office PIR
Summary: Sealed

rype: Area
Mame; Office
Summary: Disarmed
Extended: 1

rype: Auxliary
Mame: Office Lights
Summary: Off

Type: Door
Mame; Office Door
Summary: Locked
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Each element on a map that is linked to a door, area, input or auxiliary is accompanied with a list of commands.

These commands include viewing review, showing videos and controlling the item. The control commands will change based on the

type of item you have selected.

The commands are accessed in one of two ways:

1. Clicking an element on the map will display the commands in the Commands window if it is visible. If the Commands

window is not visible, click the View button and select the Commands option.

2. Right click an element on the map to
display the Commands menu.

Zoom: | Window - | Miew =

v
v

Camera
Layers

Commands

Status Surnmary

More than one element can be selected by holding the CTRL button and clicking the elements
you wish to select.

If all of the selected elements are linked to the same type of entity (i.e. areas), the commands
will apply to all the selected areas.

There will also be an individual area command that will appear under the areas name (right).
If more than one element is selected and they are not linked to the same entity type (i.e. a door

and an area), the commands window will display a drop down menu for each of the selected
elements (below).

office PIR ]
P Recent Activity

=7, Show Video in New Tab

o Isclate

ok sticky Isolate

o Desolate

o SetMame To Default

Office Door

<

@

Warehouse

General Commands &

2f Recent Activity

=7, Show Video in New Tab

== Arm

=+ Disarm

== Arm (24 Hour)

== Disarm (24 Hour)

ok Edit Inputs

& Show Commissioning Report

Foyer ¥
Warehouse ¥
Office &

2f Recent Activity

=7, Show Video in New Tab

== Arm

== Disarm

== Arm (24 Hour)

== Disarm (24 Hour)

ok Edit Inputs

& Show Commissioning Report
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GENERIC COMMANDS

There are three commands that appear for most items that are displayed on schematic maps.

Recent Activity
This displays all review messages that relate to the selected entity for the last hour. This allows you to easily see the recent activity
for an area or door.

Show Video in New Tab
If you have the CCTV Integration license, you can launch CCTV footage from cameras that are associated to items on your map.
The video will open in a new tab and the schematic map will remain open in the background.

Show Un-Finalized Alerts
If alerts have been configured on your system for the items displayed on your map, clicking this option will display the alerts that are
still outstanding for the selected item.

e e 2 Arm This will arm the selected area or areas.

<" Recent Activity

4, Show Video in New Tab Disarm This will disarm the selected area or areas.

A\ shaw Un-finalized Alerts

> Am Arm (24 Hour) This will arm the 24 hour part of the selected area or areas.
=+ Disarm

== Arm {24 Hour) . A

. Disarm (24 Hour) This will disarm the 24 hour part of the selected area or areas.

== Disarm (24 Hour)

General Commands = Isolate This ignores state changes for the input until the area is re-armed.
2 Recent Activity

=1, Show Video in Mew Tab

A\, Show Un-finalized Alerts Sticky Isolate This ignores state changes for the input until de-isolated.

& Isolate

& Sticky Isclate . . . .

& De-solate De-Isolate This reverses the isolate & sticky isolate command.
General Commands 2 Unlock This unlocks the door indefinitely.

] . . This unlocks the door for the specified amount of time, at the end
" Recent Activity Unlock (Timed)... P .

% show Video in New Tab of the time the door will relock.

A\ shaw Un-finalized Alerts Lock This locks the door.

! Unlock . .

B, Unlock (Timed) Door-User Activity Report This generates a review report of all users that have accessed the
Lok y Rep door in the last day.

i)
& Door-User Activity Report ) )
& Door-User reference report Door-User Reference Report This generates a rep.orF that contains all the users that have
permission to access the door.

General Commands A On This turns the auxiliary on indefinitely.

2 Recent Activity

7, Show Video in New Tab On (Timed) This turns the auxiliary on for the specified amount of time, at the
A\ Show Un-finalized Alerts end of the time the auxiliary will turn off.

& on

:: On (Timed) Off This turns the auxiliary off.

& On (Timed)...

& off

4 Set Analog Value... Set Analogue Value ... Not commonly used.
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If you are licensed for CCTV integration and have a CCTV system enrolled, you can view video
footage from within the Schematic Map window.
General Commands £

Cameras can be placed on a schematic map as an icon; the icon provides you with the following
commands:

< Invoke Command
=7, Show Video in Mew Tab

=1, Show Video In Side Panel
e Invoke Command

e Show Video in New Tab
e  Show Video in Side Panel

Show Video in Side Panel Zoom: | Window - | iew |
This will display live footage from the camera in the Camera tab. If any other camera . Camera |
icon is clicked, the window will automatically change to the selected camera. v | Layers

If the camera window is not visible in the Schematic Map window, click the View
button and select Cameras.

LAYERS

Schematic maps can be configured to contain layers. Layers are a way to group and
stack elements on a map. A layer can be made visible or hidden by selecting the

Commands

Status Summary

Visibility check-box. Name Visible
| Basic Functions
On a busy schematic map with a large number of icons/shapes, you can hide layers to !

simplify the map and shift the operators focus on more important items.

You can restrict the layers an operator can view and therefore add or remove map items and commands for an operator. For
example, a map can have an administrator layer that has controls and buttons that most operators can not see.

MAP LINKS

If you have more than one schematic map, you may want to navigate from one map to another rather than opening a map from the
Maps item list.

Some schematic maps are setup so that each map is zooming in or out from the previous map, navigation can be simplified by
having a button that returns you to the home/site map.

Map links are a shape, icon, label or image that allow you to navigate between schematic maps.
The following commands are available for map links:

View in New Tab
Opens the linked map in a new tab and the original map remains in the background.

General Commands &

Jump to Map View in Mew Tab
Opens the linked map in the current tab and replaces the original map. Jump To Map
ADDITIONAL MAP FUNCTIONALITY
Depending on how your schematic maps have been setup, the following features may be available to you:
|_ADDITIONAL COMMANDS |
Additional commands can be used to add extra control options to an element on a schematic map. po— -
For example, an image of a large red button could have an additional command to lock down the General Commands =
entire site. %" Recent Activity

=7, Show Yideo in New Tab
M\ Show Un-finalized Alerts

== Arm

In the Commands window, additional commands will appear at the bottom of the default
commands for the linked item.

== [Disarm

== Arm (24 Hour)
== Disarm (24 Hour)
5 arm Al Areas

By default, an additional command will be displayed as a cog icon.
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| SINGLE CLICK ACTIONS |

Single click actions trigger an item action or additional command with a single mouse click; this is useful if the map is displayed on a
touchscreen. The default commands are still available by right-clicking the element.

|__ACTIONS AND COMMANDS REQUIRE VALIDATION |

The Action and Commands Require Validation option is used to verify that
the operator wants to perform the command they clicked.

R — ! h

When the operator attempts to perform a command that is using this feature, Are you sure you want to perform the following action:
the system will prompt them with a confirmation window. Arm

This feature can be applied to only certain elements on a schematic map.

Cancel
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NAVIGATION PANEL o
INTRODUCTION TO THE NAVIGATION PANEL

.. . . . . 2

The Navigation panel is an ordered list of all the sites, sub-sites, controllers and LAN , Be,

modules. This panel is only visible in System Designer Neme @) 4 |stets@ O bl
|7 [] pefault site

The Navigation panel allows you to easily find a module, identify its state and make
programming changes.

Initially, the Navigation view only contains the default site, as additional sites and
controllers are added, the navigation tree will expand.

NAVIGATION PANEL BREAKDOWN

1. The Docking PIN determines if the navigation bar 5. The Status column displays the state of the Integriti
automatically hides when not in use. control module, LAN modules and Unibus expanders. This
is explained further in the next section.

2. The Search field filters the items within the Navigation
panel to entered text 6. The Visible check-box will filter item list to the selected
site, controller or module.
3. The Refresh button will refresh the Navigation panel if
there has been a change made that is not being displayed. This makes finding an item that relates to a particular site,
controller or module much easier.
4. The Name column contains the names of the site,
keywords, controllers and LAN modules.

All entities in the Navigation panel can be sorted by
name in ascending or descending order by clicking on the
column heading.

MODULE STATUS

The Navigation panel will display the following status:

Module online Module offline

[ ] c3x-LedTerm: 04 % Online ¥ cakicdrerm: 04 © Offine
Controller online with modules offline Controller offline

i../d Mew Controller 'PTO00083 & | Module(s) Offine .4 Mew Controller 'PTO00033 © offiine
Controller syncing Controller with warnings

Mew Controller 'PTO00033' & Sync:420 Re.d Mew Controller 'PTO00083 & Wil

SITEOPTION

Right clicking on a site will present you with the following options: |

L
1. The Site Properties option opens a menu containing basic site details, CCTV Mame Status
playback buffer and PIN requirements. il
E}Q_‘,r Mew 0 mﬂte Properties...
2. The Rename option allows you to rename the site. -Ieﬂename
3. The Export option will create an IR.Entities file containing all the programming L@Export...

relating to this site. This includes all sub-sites, keywords and controllers. Run S ite Wizard
fﬁo un Setup Site Wizard...

This export will not contain software related entities such as operators and @ 2dd New ,
operator types.

4. The Run Site Setup Wizard option launches the site setup wizard allowing you to configure access cards. This allows you to
specify a card template, card format and site code for the site. Any changes will be applied site-wide. In addition to this, the site
setup wizard will prompt you to enroll a controller, change the installer password and setup regular backups.

5. The Add New menu allows additional sites, controllers and CCTV devices to be added to the Navigation panel.
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SITE PROPERTIES MENU

The Site Properties menu contains the Site Name Properties
. . . = [H==| A&
following settings: Default Sitelf 1] Pl | Q
. g = Basic Detail

1. The Site Name field is used to set Default Card Format L (5]

the name for the Site |_ Direct Entry Wiegand e o | Contact Name

' Contact Phone
Default Card Template Contact Email

2. The Default Card Format field lets | Cards (Defaultsits) @) x -] Address

you define the card format that will | Notes Automatic Card Expiry () 0

automatically be selected when ° = occrv

CCTV Review Playback Buff 00:00:00 G
=/ PIN Requirements

X Security PIM Prefi
3. The Default Card Template field lets Emrfty =
Security PIM Minimum Lengt 0 0

you define the card template that Security PIN Maximum Leng 0
will automatically be selected when Qualify PIN Minimum Length 0 @
assigning new cards to users. Qualify PIN Maximurm Lengt 0

assigning new cards to users.

4. The Notes field is used to record any notes for the site.
8. The Security PIN Prefix is used to add a prefix to the start

5. The Basic Details section lets you assign contact of the security PIN for all users on the site.

information for the site including a contact’s name, phone

number, email and address. 9. The Security PIN Minimum Length and Security PIN

Maximum Length fields are used to restrict the length of

6. The Automatic Card Expiry field sets the number of days users security PIN to a specific number of digits.

that a card, when assigned, will remain valid for before

automatically expiring. If this value is set to zero, access 10. The Qualify PIN Minimum Length and Qualify PIN

cards will not automatically expire. Maximum Length fields are used to restrict the length of

users qualify PIN to a specific number of digits.
7. The CCTV Review Playback Buffer determines how much
footage prior to an event is displayed when viewing old
footage.

For example: if this option is set to 10 seconds the footage
will start 10 seconds before the event.

ADD NEW OPTIONS

The Add New menu allows additional sites, controllers and CCTV devices to be added to the
Navigation panel.

Site Properties...

> BB De
B De
Export... B De

=]
ZF Run Setup Site Wizard...
]

Dnline
=l Rename

Add New

Add Site
Add Keyword

The options available are: v
New Security Controller
New Access Controller
Discover Controllers

Enrol CCTV Device

ey

[ADDSITE |

The Add Site option will create a new unnamed sub-site.

L-J & New Controller 'PT000083 @ Online

1. Once named, the sub site will be located in the hierarchal view below the default site. - - C3C2DAM: 02 @ Online
B C3KLcdTerm: 04 @ Online
2. If asub site is added to an existing sub site, it will appear nested within the first. ':']1 subSite t
L[] sub-site2 ()

[ ADD KEVWORD |

This option creates a keyword that is located in the selected site.

[ NEW SECURITY CONTROLLER |

This option opens the Controller Editor window where a new Integriti Security Controller (ISC) can be programmed.

[ NEW ACCESS CONTROLLER |

This option opens the Controller Editor window where a new Integriti Access Controller (IAC) can be programmed.
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| DISCOVER CONTROLLERS | preor e
Discovered Controllers
ThIS Option OpenS the Discover controllers WlndOW and Server Serial Number Controller IP Address | MAC Address Version Enrol
WI” aUtomatlca”y Start Scannlng the |0Ca| network for IR-Server 5C001179 192.168.1.125 00.11.69.05.00.E3 4.0.1.21520
ntr: I IR-Server SC001339 192.168.1.128 00.11.B9.05.01.B5 3.3.0.20407
controllers.
Scan Status
[_ENROLL CCTV DEVICE | [serer R— ‘
IR-Server q 5 (149/258)
This option launches the Plug-in Selection window where
the CCTV system can be selected and then configured.
Plugin Selection
Controller Discovery Options
‘ | Scan IP Address Range |  —" |
Al igion 1.2.0.8054 - 2] paress| | =
|a = | |.Q — | Scan Local Network Mumber of Hosts l:l Scan Range T

SUB-SITE OPTIONS

The right-click options for a sub-site are identical to a normal site with one exception:

DELETING SUB-SITES

The Delete option will remove the sub-site from the Navigation panel. Since the sub-site may reference a number of other entities
within the software, you may find it hard to delete a sub-site.

To solve this you can move entities that reference the sub-site to another site or sub-site.

CONTROLLER OPTIONS

Right clicking a controller will present you with | | 61
the following options: e A _|She L
[l pefault site F
1. The Edit option will open the Controller E-[ ] sub-sit= 1 P
Editor window allowing you to make il Keyword 1 F
programming changes to the controller ‘:‘"H".,”
options ] CI-LcdTerm: 04 @ Online | B58 | Egit a

2. The Edit in Dashboard option will open the Controller dashboard, which Edit In Dashboard @)

simplifies the programming of the controller. The dashboard also provides K Delete 6
the status panel entities such as macros, comms tasks and UniBus devices. ‘B Eeot. @
W
. . M Li Keys...
3. The Delete command will remove the controller and all of the items on h‘ B 6
the controller. This will not delete global items such as door lists, area lists Browse Controller F”ES---G
or users. Move Review Pointer... a
Human Readable Pregramming Summar}r...a
4. The Export command will create an IR.Entities file containing all of the i
Items contained within the panel. This does not contain any global items 7 Connect (Auto) @)
such as door lists, area lists or users. #  Connect (Manual) ... ()
ﬁg Dizconnect m
5. The Manage License Keys command will open the License Keys for %% Resynchronize (Server -> Cnntrnller}@
Controller window that displays the controller serial number, SMART card @ Resynchronize (Controller -» Server) (@)
serial number and the licenses held on the SMART card. '
= @ »
i ) ) € Add New @ »
6. The Browse Controller Files command will open the file browser for the selected c A

window is to upload, rename or delete files located on the controllers Serial Flash, SD Card or a USB Flash Drive.
A common use for the Browse Controller Files command is to clear the previous versions of firmware stored on the serial flash.
If the serial flash storage on the controller is full, no additional files can be copied to this location. This stops any future firmware

updates.

In addition to file management, you can use this window to test, install or install and default the controller firmware.
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The Move Review Pointer command will synchronize the
specified number of review events on the controller.

This is commonly used if there is a synchronize issue
where some review messages are generated by the panel,
but do not appear in the software.

The review pointer can be moved back to a certain time
or number of events.

The Human Readable Programming Summary command
will generate a full programming summary of your
Integriti controller. This will include the inputs, areas,
doors etc.

Once generated, the programming summary can be saved
or printed.

The Connect (Auto) command reconnects the panel with
the last used connection method.

10. The Connect (Manual) command launches the Connect to
Controller window allowing you to choose the connection
method.

& | Upload File | Rename Delete | Test Install Install and Default

Last Modified

File Name File Size

MANAGE LICENSE KEYS MENU

11. The Disconnect command disconnects the controller from
the Integriti software, this includes USB connections.

12. The Resynchronize (Server -> Controller) command

resynchronizes the current programming held within the

Integriti software with the Integriti controller.

13. The Resynchronize (Controller - > Server) command

resynchronizes the current programming held within the

Integriti controller with the Integriti software.

14. The LAN menu provides multiple LAN related commands

for the currently selected controller.

15. The Add New menu allows you to add additional modules

to the Integriti controller without having the physical

module.

This can be used to create and program a new module
before physically connecting it.

Once the module is selected, it will appear in the
Navigation panel and all related items (such as inputs,
auxiliaries etc.) will be created.

Review Pointer on Controller New Controller PT000083"  [a)|
Date |28fu?,f2|315 12:00:00 AM -
Time
00:00 12:00 23:58
Limit number of events the Controller will stream I:I
© Auto | |
| Mave | Close

The Manage License Keys menu contains e
the following:
Controller Serial Mumber |PTD[J[J[183 o |
1. The Controller Serial Number and Smart Card Serial Number 00002273 |
Smart Card Serial Number are both
displayed in this menu. _ License Keys :
License Key 0 Description e Expiry o
. . Level 3 (30000 Review Records, 20000 Users, 60 LAM Modul... Mever
2. The License Key column contains -

- . . Enable Monitor Mever
the unique key associated with each Level 4 (50000 Review Records, 50000 Users, 100 LAN Mod... Expired
license. Level 0 (300000 Review Records, 100000 Users, 10000 LAN ... Expired

Mumber =0, Index = 12, Type = 13, Detai = 0500000000 Expired
3 The Description column provides Mumber = 2, Index = 13, Type = 15, Detai = 0F00000000 31/10/2015
ddt] | . f tl | t] t e |'|umber = 3, Index = 14, Type = 13, Detaill = 0400000000 31/10/2015
a I_ onal information relating to Level 4 (100000 Review Records, 100000 Users, 3000 Input... 8/11/2015
the licenses.
4. The Expiry column displays the
expiry information for the licenses. ST eSS mmmmsmmmsmmmeeeee
. . C'% Enter an Inteqriti License Key below,
5. The Add License Key button is used

to input new license keys.

\

\

Close

B e
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LAN OPTIONS

The Add New menu allows additional sites, | (®  LAN * Secure System
controllers and CCTV devices to be added to €  Add New , Lock LAN
the Navigation panel. Un-Lock LAN
A-LOC
The options available are: Hard Reset Controller

Lock cut Installer
Reinstate Install
[_1:SECURE SYSTEM | einstate Installer
Beeper On
Beeper Off

This command performs a controller LAN secure. The LAN secure is used to prevent module
substitution on the Integriti controller.

The System Secure command is the same as the LAN secure function accessible through the LCD terminal (menu 7 - 8 - 1 then 9) for
the controller.

2:LOCK LAN

The Lock LAN command prevents any newly attached module from connecting to the Integriti controller.
Modules that are not present at the time the LAN was locked will be ignored by the controller.

To add new modules to the controller, the LAN will need to be unlocked.

[ 3:UNLOCKLAN |

The Unlock LAN command removes the LAN lock and will allow new modules to be added to the Integriti controller.

4 : HARD RESET CONTROLLER

The Hard Reset Controller command will perform a reset of the selected controller. This function is similar to physically power
cycling the controller to reset it.

| 5:LOCKOUT INSTALLER |

This command is used to stop the installer logging onto a keypad, this is only used in the UK.

| 6: REINSTATE INSTALLER |

This command is used to allow the installer to log onto a keypad, this is only used in the UK.

[ 7:BEEPERON |

This command is used to start a beeping noise that can be used to find the control module.

The Integriti Security Controller is not fitted with a beeper, this command will work on an Integriti Access Controller.

| 8:BEEPER OFF |

This will turn the controllers beeper off.
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LAN MODULE OPTIONS

Most of the options in the right-click menu for a LAN module are the same as the

right-click options for the Integriti controller.

Some of the options that are unique to certain modules are:

|_ENABLEONLAN |

This command reverses the Disable on LAN command and restores the module
functionality.

| DISABLE ONLAN |

This command allows you to disable the LAN module, this will cause the Integriti

controller to ignore the module and the module itself will become unresponsive.

If you disable an Integriti module, the Enable on LAN command will restore the

modules functionality. However if you disable a older Concept module, the module

will need to power cycle the module.

| NEW DOOR ON ‘LOCK 1/L0CK 2" |

Al cx-onap—
B oo =

B GraphicTi

Pl
W

9 Hp

Edit

Edit In Dashboard
Delete

Add Unibus Device

Enable on LAN
Disable on LAN
Beeper On

Beeper Off

Mew Door On 'Lock 1!
Mew Door On 'Lock 2'

This command is available for Access Control modules and keypads. Selecting this command will open the Door Editor window,
allowing the programming of the door on the selected module, using the selected lock.

= IS oflltems b b @ % | Y, | G ) Showkem History | B Unlock B Lock
HiE l Door Programming ]w
[l pefault site
Controller D Module |# C3K-2DAM: 02 x -]
|._,_.__:r Mew Controller 'PTO00083 X --- | IDE—I Rela\’; ||_g|:k 2 On-Board - | |.Hardware Options ... I|
Mame —_—
Door Type |Entry Door - |
Door 2 | )
Last Changed By Outside Inside
| | -
Created Modified Reader  |R3 (None) | fod Reader | | o
|28f0?,f2015 v||28f0?.'2015 '| Arm Mode |{None}l '| Arm Mode | |
Motes oo
Location | X = 7 Location | X -
Area | X -] T Area | X -]

|| Enable Reed Input

[~] Enable Tongue Input
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USER COMMANDS (GATEKEEPER)
INTRODUCTION TO USER COMMANDS

Right-clicking a user in GateKeeper will display the following user commands.

Credentials

First Mame(s)

Type here to search. .. Q Type here to search...

q Type here to search...

'

'T{ Type here to search...

Installer Installer

Master Master

Mason Hilder Mason

Finn Weedon “ o Edit

Isla Du Rieu 6 [ Duplicate Ctrl+D
Eeau Bird @ < Delete

Ellie Jamiesan o JF  Recent Activity

Gabrielle Langdon @) %7, Show Video in New Tab

Lity ODea O A\ Show Un-finalized Alerts
Jake Fahey 0

Uzer-Door Activity Report
Flynn Beckett ! ty Hep

o8
9 3|

User Activity Report
Elizabeth MNettefold

Isabel Alngindabu
Matasha Gall

User reference report

Print Card

1. The Edit command will open the User Editor window
allowing you to make programming changes for the
selected user.

2. The Duplicate command creates a copy of the currently
selected user in the User Editor window. This can be used
to streamline programming by duplicating similar users
and making some minor changes. Be careful not to leave
the card number or security PIN the same, as this will
cause a credential clash.

3. The Delete command will permanently remove the
user from the system. You will be presented with a

conformation dialogue after clicking the Delete command.

4. The Recent Activity command provides a filtered review
report containing all of the events that relate to the
selected user or users for the last one hour. From this
window, the duration of the report can be changed and
the report can be printed or exported.

5. The Show Video in New Tab command will open a new
window containing live footage of the associated camera
or cameras. This will only work if the selected user is
associated to a CCTV camera.

Hilder
Weedon
Du Rieu
Bird
Jamieson
Langdaon
O'Dea
Fahey
Bedkett
Mettlefold
Alngindabu
zall

6. The Show Un-finalized Alerts command will open a
window containing any un-finalized alerts relating to the
selected user.

7. The User-Door Activity Report command provides a
filtered review report containing all of the access events
that relate to the selected user or users for the last one
hour. This does not contain any review for the lock state
or card data. From this window, the duration of report can
be changed and the report can be printed or exported.

8. The User Activity Report command provides a filtered
review report containing all the events that relate to the
selected user or users for the last one hour. From this
window, the duration of report can be changed and the
report can be printed or exported.

9. The User Reference Report command provides a report
containing all the items that the selected user or users
have permission to access; this includes areas, area lists,
doors, door lists, permissions groups, menu groups etc.

10. The Print Card command uses the Photo ID license and
allows you to print photo ID cards for users. Clicking the
Print Card command will open the Card Print Preview
window.
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USER COMMANDS (SYSTEM DESIGNER]

INTRODUCTION TO USER COMMANDS

Right-clicking a user in System Designer will display the following user commands.

Mame Last Modified

Type here to search... Q Type here to search...

Install
nstaller Edit I
Master ] ir
David Smith Duplicate Ctri+D i
Export
Delete
Recent Activity

Show Video in Mew Tab

Edit Permissions

Send Message

Send PIN

User-Door Activity Report
User Activity Report

User Reference Report
Print Card

Emmm. .8 A& X0

1. The Edit command will open the User Editor window
allowing you to make programming changes for the
selected user.

2. The Duplicate command creates a copy of the currently
selected user in the User Editor window. This can be used
to streamline programming by duplicating similar users
and making some minor changes. Be careful not to leave
the card number or security PIN the same, as this will
cause a credential clash.

3. The Export button will export the selected user(s) as an
IR-entities file.

4. The Delete command will permanently remove the
user from the system. You will be presented with a

conformation dialogue after clicking the Delete command.

5. The Recent Activity command provides a filtered review
report containing all of the events that relate to the
selected user or users for the last one hour. From this
window, the duration of the report can be changed and
the report can be printed or exported.

6. The Show Video in New Tab command will open a new
window containing live footage of the associated camera
or cameras. This will only work if the selected user is
associated to a CCTV camera.

7. The Edit Permissions option will open the User
Permissions window, allowing the primary permission
group and the extra permissions to be edited without the
User Editor window being opened. This is used to change
the permissions for multiple users at the same time.

Last Modified By
Q| Type here to sealy | Type here to search...

First Mame(s)

Installer
Master
David

10.

11.

12.

13.

Second Mame

Q Type here to search...

Smith

The Send Message command will send an SMS, email
or pager message to the selected user or users. This
functionality requires the Communicator license.

The Send PIN command will send the security PIN number 3-
to the selected user or users. The PIN can be sent as an
email or SMS and requires the Communicator license.

The User-Door Activity Report command provides a 4.
filtered review report containing all of the access events

that relate to the selected user or users for the last one

hour. This does not contain any review for the lock state

or card data. From this window, the duration of report can
be changed and the report can be printed or exported.

The User Activity Report command provides a filtered
review report containing all the events that relate to the
selected user or users for the last one hour. From this
window, the duration of report can be changed and the
report can be printed or exported.

The User Reference Report command provides a report
containing all the items that the selected user or users
have permission to access; this includes areas, area lists,
doors, door lists, permissions groups, menu groups etc.

The Print Card command uses the Photo ID license and
allows you to print photo ID cards for users. Clicking the
Print Card command will open the Card Print Preview
window.
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CCTV o
INTRODUCTION TO CCTV INTEGRATION

The CCTV Integration allows some of the functionality of a third party camera system to be incorporated into the Integriti Software.
This allows an operator to view live and historical CCTV camera footage and even control PTZ cameras.

The setup and configuration of the CCTV Integration is usually done by a Certified Technician.

VIEWING CCTV FOOTAGE FROM A CAMERA

To view the live footage from a CCTV camera in GateKeeper, select the Home tab and click on the CCTC Cameras icon.

[Tz]= I {a Home * Users & Window

Schematic Advanced Filters LiftViews || Alert Finalized | JCCTV Cameras jIntercom Show Intercom
Maps Reports View  Alerts Points Call Queue

This will launch the CCTV Cameras list that contains all of the cameras that can be viewed by the operator.

» i, Default Site Mobotix Camera  Camera

To view the live footage from a camera, select the Camera and click the Open button or double-click on the camera.

A new window will open containing the live footage.

Fla ¢ Control FTZ Contral  Layout Control
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VIEWING HISTORICAL FOOTAGE

In some cases, the CCTV cameras are associated to areas, doors, inputs or outputs in your system. You can view historical footage
from the camera by finding the event you would like to see in the Review window.

Once you have found the event, right-click the Review Record and select the Show CCTV Footage option.

Review Records (Fast - Mo Entities) (Showing 26) (1 Selected just now)

Source Meszage Review Type - | Review Level | Inner Range -De... = | k)
| | g | | ¥ | ||;|

Period |F‘.e-::er1t Histary v| Last | 13 | |Days - | & Print / Export CSV

-
Local Time ¥ | Source Text Type

FY
b3 17/08/2015 10:17:42 AM Mew Controller 'P... i ¥MIT Input Chan... E

17/08/2015 10:17:42 AM Mew Controller 'P... Input Change

17/08/2015 10:17:30 AM Mew Controller 'P... Xmit Alarm Restored on Offii| ™, Show CCTV Foota ge ¥MIT Input Chan...
17082015 10:17:30 AM Mew Controller 'P... Alarm Restored on Office PI o Edit Office PIR (CO1:Z01)... Input Change
17/08/2015 10:17:26 AM Mew Controller 'P... Xmit Alarm Activated on Offi Edit Office (Al)... ¥MIT Input Chan...
17/08/2015 10:17:26 AM Mew Controller 'P... Alarm Activated on Office Plregerrrereeeees T Input Change -

A new window will open containing the historical footage that matches the date and time that the event occurred.

This will only work if there is footage available to view, this may be restricted by the storage space available to the CCTV system.

AUTOMATIC CCTV POP-UPS

If configured, live CCTV footage can pop-up in the Integriti GateKeeper software, this pop-up is based on a particular event. This is
commonly used when live footage is required to be seen by an operator for an event such as a duress or panic button being pressed.
This functionality requires that either alerts or scheduled tasks are configured.

CONTROLLING THE PLAYBACK OF FOOTAGE

Once you open the camera window, the footage can be controlled with the playback controls, found in the Playback Control tab.

DATE & TIME SELECTOR

The Date & Time field is used to retrieve footage from a certain time Playback Control
by entering the date and time of the event.

m,lzm.s 2:56 AM
00:00 12:00 23:59 |I<| |.| I

PTZ Control _Layout Control

|

| Playback Control

Alternatively the Date & Time drop down is used to select the date Playback Caniro
using a calendar preview.

Monday, 17 August 2015
August2015

Mon Tue Wed Thu Fri Sat

Once the date has been set, the time can be set using the Time slider.
\@M I|4||II||M
8/2015 2:55 AM -
Drag the slider to the nearest time to the time the event occurred. The Fem====== R
time slider is in a 24-hour format. 'Lm;:;m‘ R '2‘3:53: «H»
As the time slider is changed, the date and time selector will update.
<11
This is the start time that is used when using the other playback fzomﬁzim- S MHM
controls. wo we s [4ERIPN
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PLAYBACK BUTTONS

The playback buttons allow you to easily play, rewind, fast-play and pause CCTV footage.

The controls below will differ from one CCTV system to another.

PLAY

This button plays the footage forward at normal speed.

|_FAST FORWARD |

This button plays the footage forward at high speed; each click increases the speed of playback.

%

This button plays the footage backwards at normal speed.

|_FAST REWIND |

This button plays the footage backwards at high speed; each click increases the speed of playback.

This button will pause the footage on the current frame.

LIVE VIEW

This button display live footage from the CCTV camera.

| STEP FORWARD |

This button advances the footage one frame at a time.

STOP

This will stop the current footage stream.

| STEP BACKWARD |

This button rewinds the footage one frame at a time.

<«

(=D

Al ligl
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CONTROLLING A PTZ CAMERA

If you have a PTZ (Pan, Tilt and Zoom) CCTV camera you can control the PTZ functionality via Integriti GateKeeper or System
Designer.

Select the PTZ Control tab to view the PTZ controls, some of these commands may not work based on your camera’s capabilities.

PTZ Control B

e e e =
I e e e

Playback Control Lay4e:]:(-'§ Layout Control
PLAYBACK BUTTONS

The directional arrows are responsible for the pan and tilt of the camera. Single-clicking an arrow will e i
move the camera in the direction you clicked. ' ' H ' ‘
If the arrow is clicked and held down, the camera will move until the button is released. h‘ 'i h M‘

The zoom buttons control the amount that the camera is zoomed in or out. I ! '

The “+” button increases the amount of zoom and the “— “button decreases the amount of zoom.
Zoom

The focus buttons control the area that the camera is focused on, this may be used to bring a
foreground object into focus.

The “+” and “—“ buttons shift the focal area forward or backward. Zoom

1

The iris control will result in more or less light entering the camera through the lenses. This is used to
increase or decrease the brightness of the camera footage.

+

The “+” button increases the amount of light reaching the camera and the “—* button decreases it. Zoom

PRESET

If the CCTV camera has been configured to use preset locations, you can trigger the camera to move to
a preset by using the preset field.

| Preset |

Once a preset number has been entered, clicking on the Preset button will result in the camera moving
to that particular preset location.
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VIEWING MULTIPLE CAMERAS

In some cases an area, door, input or auxiliary may be associated to more than one camera, when viewing historical footage the
Camera window will contain more than one camera.

The number of cameras viewed at once can be changed by using the Layout Control tab found in the Camera window, this will work
for historical and live footage.

The layout of the camera window can be set to: 1x1, 2x2, 3x3 or 4x4.

Mlavback Control _ PTZ Control _Lavout Control

IPCamera 01

Playback Control _PTZ Control _ Layout Control | Playback Control _PTZ Control _Layout Control

Once you have selected a camera layout, drag additional cameras onto the Camera window to be displayed. Closing the Camera
window will reset the layout.
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OPERATORS °
INTRODUCTION TO OPERATORS

Operators are the users who login to the Integriti System Designer or GateKeeper software.

Most programming changes to the Integriti system are audited, this audit includes the operator that made the change. It is
recommended that each user logging into the software has a unique operator name and password.

To view, edit, create or delete operators navigate to the Administration tab and click the Operators icon.

> = Inner Range Integriti System Designer
[[£]= @) Home é Intruder [ Access control i Lifts &85 Automation | Hardware # System A Schematics & Alerts {5 Administration £ Window
-
E L5 3 == oy | s

1 # 1 = @w [ - 3 ‘,.l. 1 f servers

Py o = Sk ) & &M
1 1 E hod - "y "L “ - ! Workstations
1 Dperatora Operator Custom Scheduled Communication Communication Import Import License System o . Custom Custom
I Types Fields Tasks Handlers Messages Configuration Data Manager Warnings g@ Client Connections Types Items
2 Operators _Permissions | System Configuration | Data Import | Licensing | Troubleshooting | Network | CustomItems 1|

OPERATOR EDITOR WINDOW

The Operator Editor window is broken down into five sections:

Active Directory User |

Site | Bl v 1sc =

H-9 4 4 of2ltems b Bl €@ X | W, | [ | 2 Showltem History
User Details - mm mw mm mm omw mm omw omw s | oer Details

Mame || |
User Name | |
Operator Type | |X||
User | |x||

|

|

Password = = = = = = = = o= = - - Password

Password | Confirm Password |

Account Options = = = = == == == = = == s0nt Options

Account Disabled Password Expired

w Preferred Layouts

NOtES-------------"NO‘ES

Preferred Layouts = = = = = = = = o

USER DETAILS

1. The Name field is used to identify the operator. User Detgils
2. The User Name field is used by the operator to log-in to the Integriti Mame D
Professional or GateKeeper software. User Name b
) o Operator Type b
3. The Operator Type determines the permissions/access levels that the
operator has. — D
Active Directory User E
4. The User field allows a us.er in the controller to be f’iSSIgned to Fhe Site M 15C
operator. The operator will only be able to control items as assigned to
the user.

5. Active Directory User allow users to login to the Integriti software
using their window credentials. Active Directory is a licensed feature

6. The Site field sets the default site for any entities that the operator
creates (areas, doors, etc.)
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PASSWORD

The Password and Confirm Password
fields are used in conjunction with the
User Name field to allow operators to log Password ﬂ Confirm Password
into the Integriti Professional or Integriti
GateKeeper software.

ACCOUNT OPTIONS

=

Password

=

Enabling the Account Disabled option will

. Account Options
disable the operator and prevent them
from logging in. Account Disabled a Password Expired 6
2. Enabling the Password Expired option

will force the operator to change their
password the next time they log in.

PREFERRED LAYOUTS

The Preferred Layouts are used to define the Preferred Layouts
default layout for the operator when they first | - . L
log in. System Designer Layout 0 -+ | % | Gate Keeper Layout e X

1. The System Designer Layout field defines the default layout for the Integriti Professional software.

2. The GateKeeper Layout field defines the default layout for the Integriti GateKeeper software.

ASSIGNING USERS T0 OPERATORS

The user section allows a user in the system to be assigned to the operator, the operator will only be able to control the items that
are assigned to the users permissions. When user is assigned to an operator and the operator controls an item such as a door,

the system will generate a review message that contains the user. Below are examples of an operator unlocking a door from the
software with and without a user assigned.

| WITHOUT AN ASSIGNED USER |

8/07/2015 4:29:01 PM SAMSUMNG TMC Front Door Unlocked by Comms Task 01 {Integriti CT) {Integrit) {remote) (DO22)

The message describes the event correctly, however there is no information regarding the individual responsible for remotely
unlocking the door.

| WITH AN ASSIGNED USER |

072015 4:32: 26 PM SAMSUNG IMC Front Door Unlocked by Rob Steed (Integriti) {remote) (D022)

The review message now contains both the event and the user responsible. For tracking and auditing purposes, it’s recommended
that all operators who control system entities, such as areas, doors, lift cars etc have an associated user.

If the operator attempts to control an item that their assigned a user does not have permission to control, the following review
message will be generated:

| 9072015 3:56: 25 AM SAMSLING IMC Area Action by Rob Steed (Integriti) (remote] failed in queue 4 because Mot Allowed

ACTIVE DIRECTORY USERS

If Active Directory Operator authentication is enabled it will allow users to sign on with their currently logged-on windows account
or with the provided Active Directory credentials. This can provide a single sign on (SSO) type functionality to the Integriti software.
An Active Directory Operator License is required.

There are two methods that can be used to link Active Directory users to Integriti Operators:

Via Operators
Individual operator records can be manually linked to a domain account.

Via Operator Types
Active Directory Groups can be linked to Integriti Operator Types. Operators are created and controlled by domain administrators.
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OPERATOR TYPES °
INTRODUCTION TO OPERATORS TYPE

Operator Types determine what items and features an operator can access within the Integriti System Designer or GateKeeper
software. The relationship between an operator and the operator type is similar to the relationship between the user and a
permission group.

To create, edit or delete an operator type navigate to the Administration tab and click the Operator Types icon.

[[E]= | (@ Home % Intruder B Access control ] Lifts 85 Automation | Hardware # System A Schematics & Alerts {5 Administration [ Window
jem -
= . ¢ iy g s
N E v 4 » @ N\ @ Servers Mo M
| = 1 K - “"‘ )* T I workstations
Operator% Operator 1 Custom Scheduled Communication Communication Import Import License System = o ) Custom  Custom
Types Fields Tasks Handlers Messages Configuration Data Manager Warnings a@ Client Connections Types  Items
Operators_Permissions System Configuration Data Import Licensing Troubleshooting Network Custom Items
e
It is quicker to duplicate an operator type such as Master and edit it rather than adding a ® Type here to sea | Type here to ¢

new operator type and starting from scratch.
b o= Pefault Site Macter

S Edit

[H Duplicate  Ctrl+D

Right-click an operator type and select Duplicate, this will create an unnamed copy. The
Operator Type window contains the following items:

- ) 1 of 1 Items ~) Show em Histo
e X s ry
Site 9 Extra Igissions Feges
IM 0 | |site Permissions
Name Group View Edit Add Sub Site Add Keyword Delete -
G v [l Default site v v 7
Last Changed By % :: i:::: : : : :
. e [ Tost 7 = = = '
Create Madifiz Entity Type Permissions
28/10/2015 ~ | |28/10/2015 N
ame
BT aradiss ~ » | » &% Common Entities
- > ! Access Control Entities
HEEn Dl e il » i) Administration Entities
o | > B LAN Modules
GﬁKEEDEF Layout » |y Automation Entities
"Hed » [18 Communications Entities
Active Directory Group H @ Entity Types
Notes » 4% Other Entities
1. The Site field is used to identify which site the operator 5. The GateKeeper Layout determines the appearance of the
type belongs to. GateKeeper software. This layout will load for any operator
assigned this operator type. If left empty the default System
2. The Name field is used to identify the purpose and Designer layout is used.

contents of the operator type. i.e. Security Guard
6. The Type Permissions tab determine the groups of items

3. The Editor Layout Set determines the appearance of the an operator can view, edit, create or delete. Permissions for
editor window for each item. This editor layout will load items can be assigned separately for sites and sub-sites.
for any operator assigned this operator type. If left empty
the default editor layout is used. 7. The Extra Permissions tab allows you to set permissions for

individual items such as specific door or a specific user.
4. The System Designer Layout determines the appearance

of the System Designer software. This layout will load for 8. The Features tab determine the additional functionality the
any operator assigned this operator type. If left empty operator will have in the System Designer or GateKeeper
the default System Designer layout is used. software.
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THE TYPE PERMISSIONS TAB

| SITE PERMISSIONS |

Site Permissions
Group

View a
v [l site A
[l siteB ™

Edit @

Add Sub Site @) Add Keyword @) Delete @
™ ™ ™

o o ™ O

1. Enabling the View option allows the Operator to see the
site in the Navigation panel. The View option can not be
disabled for the default/top site.

2. Enabling the Edit option allows the operator to edit the
properties of the site such as the site name.

3. Enabling the Add Sub Site option allows the operator to
add sub-sites to the selected site.

[_ENTITY TYPE PERMISSIONS |

Enabling the Add Key Word option allows the operator to
add a keyword the site.

Enabling the Delete option allows the Operator to delete the
site. The Delete option can not be enabled on the default/
top site.

Entity Type Permissions

MName

view @ |Edit @ |Create @)|Delete @

-

» &% Common Entities

» ! Access Control Entities
¥ i Administration Entities
> h LAN Modules

¥ ' Automation Entities

S ﬂﬂ Communications Entities
» BB Entity Types

» &% Other Entities

1. The View check-box allows the operator to view the item
for the currently selected site.

2. The Edit check-box allows the operator to edit the item
for the currently selected site.

You will notice there is 4 selectable options to choose from:

Allow

Deny

The Create check-box allows the operator to create the item
for the currently selected site.

The Delete check-box allows the operator to delete the item
for the currently selected site.

Inherit Allow (this inherits permissions from the parent site)

Inherit Deny (this inherits permissions from the parent site)
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EXTRA PERMISSIONS TAB

Type Permissions Extra Permissions Features

op Add == Remove v
Deny  Entity View Edit Delete Change Per...
L 1] (=) (=) (=) (=)

The Type Permissions tab provides an operator permission to view, edit, create or delete an entire group of items. This means that if
an operator is provided the permission to edit users there is no restriction on which users they can edit.

The Extra Permission tab is used to add and remove permissions for single items. For example, you may have an operator that has
permission to edit users, however you want to stop them from editing the Installer user. To do this, add an extra permission that
denies the edit permission for the Installer user.

The example below demonstrates how to restrict an operator from viewing a single user:

1. Inthe Type Permissions tab the Common Entities > User options to view, edit and create users are enabled. This allow the
operator to view and edit all users.

Mame View Edit Create Delete &
v &M Common Entities

& User

2. Inthe Extra Permissions tab the Installer user is added and the Deny and View options are enabled to stop the operator
viewing the Installer user.

Type Permissions Extra Permissions Features

g Add == Remove

Deny  Enfity View
v @ (=)
. &‘f & Tetler ............... lﬂ ..............

The example below demonstrates how to increase an operators permissions using extra permissions.

1. Inthe Type Permissions tab the Common Entities > User option only allow the operator to view users. The operator can open
and view users however changes will not be saved.

Entity Type Permissions
Name View Edit Create
¥ e Common Entities
1 & User

2. In the Extra Permissions tab two users are added and the View and Edit options are enabled. This allows the operator to edit
just these two users.

Type Permissions Exira Permissions Features

gp Add = Remove

Deny Entity View Edit
C o] o]
[0 & Steve Jones [/ W
v O @ TomSmith R &;" ...............
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FEATURES TAB

The Features tab allows you to enable access to specific features within the System Designer and GateKeeper software.

These features are broken up into seven sub-categories:

1. Administration 4. Licensing 7. Software Modules

2. Review 5. Layout

3. Controllers 6. Integration

| ADMINISTRATION |

The Import Data option allows operators to access the Import v Administration -
Data feature from the Administration tab. Import Data

. . . Zan Administer Servers
The Can Administer Servers option allows operators to

view servers, workstations and client connections from the View Audit
Administration tab. Reveal PINs

Send PIMs
The View Audit option allows operators to view a historical log Force Finalize Alerts

of all programming changes to system items.

The Reveal PINs option allows an operator to view other users PINs.

The Send PINs option allows an operator send a PINs to users via e-mail or SMS, this feature is used when a user forgets their PIN. A
license is required to send SMS or emails from the Integriti software.

The Force Finalize Alerts option allows an operators to finalize (close) one or more alerts without writing a response.

[_REVIEW OPTIONS |

The View Review option allows operators to see review. w Review
The Highest Review Level determines the highest level of review

) o i View Review
that thg operators will have permission to view. Highest Review Level Everyone =
The review levels are:
1. Everyone 4. User — Detailed
2. User - Essential 5. Installer — Detailed
3. User - Standard 6. Inner Range - Debug
| CONTROLLERS OPTIONS |
The Send Actions option allows operators to control items such as v Controllers
areas, doors or outputs from the System Designer or GateKeeper send Actions
software.

Enrol Controllers
Upgrade Controller Firmware

The Enroll Controllers option allows operators to add new controllers
View Controller Data

to the site from the System Designer software.

LockfUnlodk the LAM
The Upgrade Controller Firmware allows the operator to upgrade the Femote Hard Reset Contraller
firmware of the Integriti controller and hardware modules. Disable Enable LAM modules
Can Allow Keypad Edit
View Controller Data allows operators to view controller related See Blank Entities

information and data such as hardware licenses.

The Lock/Unlock LAN option allows operators to perform a LAN lock on integriti controllers, once the LAN is locked no modules can
be added to the system until the operator unlocks the LAN. This option should only be enabled for the Installer or site administrator.

The Remote Hard Reset Controller option allows operators to reset on a controller via the Integriti software. A hard reset will
disable all security and access control for about a minute. This option should only be enabled for the Installer or site administrator.

The Disable/Enable LAN Modules option allows operators to disconnect or connect a LAN modules to the Integriti controller.
Disabling a LAN module may result in doors, inputs or automation not working correctly. This option should only be enabled for the

Installer or site administrator.

The Can Allow Keypad Edit option allows operators to change the data synchronization mode for a controller; this can be used to
enable or disable programming changes from a keypad. This option should only be enabled for the Installer or site administrator.

The See Blank Entities option allows operators to see a list of all blank entities currently present in the system.
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LICENSING

The Can Manage Licenses option allows operators to add software
and hardware licenses to the Integriti System Designer software. To

add licenses click the Administration tab and select License Manager.

LAYOUT

The Can Move Dock Windows option allows operators to change the
location of windows for the Integriti System Designer and GateKeeper
software.

The Can Switch Dock Layouts option allows operators to load System
Designer or GateKeeper layouts.

The Can Use Personal Layouts option allows operators to keep

the changes they make to a layout after exiting the software. Their
personal layout will automatically be loaded when they next login to
the software

| INTEGRATION |

The Enroll Integration Device option allows operators to enroll new
third party devices such as CCTV recorders or intercom systems.

[ SOFTWARE MODULES |

The System Designer option allows the operator to log into the
System Designer software. This option can be disabled to provide the
operator with access to only GateKeeper.

The GateKeeper option allows the operator to log into the
GateKeeper software. This option can be disabled to provide the
operator with access to only System Designer.

The Client Timeout Mode is used to automatically log an operator out
of the Integriti software. The mode can be set to auto log-out after

no system activity, this mode uses the time specified in the Inactivity
Timeout Time.

The Inactivity Timeout Time determines how long the operator needs
to be inactive before the system automatically logs them out.

w Licensing
Can Manage Licenses

w Layout
Can Move Dock Windows
Can Switch Dock Layouts
Can Use Personal Layouts

w Integration
Enrol Integration Device

v Software Modules
System Designer
Gatekeeper
Client Timeout Mode
Inactivity Timeout Time

None
02 hours 00 mins 00 seq
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CUSTOM FIELDS °
INTRODUCTION TO CUSTOM FIELDS

Custom fields allow you to add fields to almost any programmable item in the Integriti Software. These custom fields allow you to
capture or display extra information that is otherwise not present in the default Integriti menus. For example: a users date of birth
or driver’s license number.

To access the Custom Fields menu, you must navigate to the Administration tab and select Custom Fields

‘« o

Custom
Fields

CREATING A CUSTOM FIELD

When creating a custom field, you will be presented with the following menu:

Q-9 4 4|[3 ofdltems b M © X |[W | T
Site Field Type ©@
[l sit=B  Text * | [ Mandatory
Mame Default Yalue
Drop Down Box Values

Key Mame

“ Add Remowve
Item Type

& User @ v

Category Name
Custom Fields

Last Changed By

Created Modified
11072015 * | [11f07/2015 b
Description

1. The Key Name field allows you to create a database name for this custom field. This is particularly useful if you are going to use
this custom field in a report. It is a recommended standard that all custom field key names contain the cf_ prefix.

2.  When creating a custom field you have the option of selecting an Item Type. This will determine where the field will appear.

3. Field Type setting allows you to define the type of data that the custom field will contain. These field types ensure that
operators are capturing the data in the correct format.
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FIELD TYPES

Field Types allow you to define the type of data that the custom field will contain. These field types ensure that operators are

capturing the data in the correct format. Below is a list of available field types:

Text A simple text field up to 8000 Characters. Field Type
Notes A multi-line text box with up to 8000 Characters. Text -
Integer A number ranging from -2,147,483,648 to 2,147,483,647
Decimal A number with 15-16 decimal places
Currency A monetary value
Date and Time A combination of the following 2 field types
Date A date selector From 01/01/0001 to 31/12/9999
Time A time selector Hours, minutes, seconds, AM/PM
Image A BMP, GIF, JPG, JPEG, ICO or PNG image
Check Box Ticked or not ticked
Editable Drop Box A drop down list of selectable items, you may enter custom text
Drop Down Box A drop down list of selectable items
Email Address An Email address field
Telephone Number A Telephone number field (no spaces required)
DEFAULT VALUE
If you specify a Default value then this will be displayed in the field unless changed by the Default Value
operator.
MANDATORY
If the Mandatory check box is enabled an operator will not be able to save the changes to
an item without entering the custom field. ] Mandatory
A commonly used custom field is a users email H-9 4 43 ofdltems b B @ K | B, |G
address. The Email Address field can be used to
send the user emails containing their PIN number Site Field Type
or alert messages. i si=8 Text | mlLE e
MName Time "
. Image
Creating email custom field: Email Check Box
Key Name Editable Drop Down Box
Drop Down Box a
1. Name the custom field. f Emai Email Address
2. Select Email Address from the Field Type Ib;mJ:;E . Telephone Number
option. c
ategory Name
3. If the field has to be entered by an operator Custom Fields

flag the Mandatory field.

The Email custom field bellow will appear in the User Editor window

» Custom Fields
Email
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BUILT IN REPORTS °
INTRODUCTION TO BUILT IN REPORTS

You can run basic user or door reports from the Integriti Software. These reports can identify what doors a user can access or which
users have accessed a door in the last 24 hours.

RUNNING A USER BUILT IN REPORT

Select one or more users and right click to view the user options. The following user reports are available:

USER DOOR ACTIVITY REPORT

This report displays review events for each time the selected user or users accessed a door in the period specified. This includes
door access events where the user is granted access or denied.

USER ACTIVITY REPORT

This report displays all the review events that relate to the selected user or users in the period specified. This includes door access
events, keypad login and logout.

USER REFERENCE REPORT

This report displays the permissions assigned to the selected user or users.

RUNNING A DOOR BUILT IN REPORT

Select one or more doors and right-click to view the door options. The following user reports are available:

DOOR USER ACTIVITY REPORT

This report displays review events for each time a user accesses the selected door in the period specified. This includes door access
events where the user is granted access or denied.

DOOR USER REFERENCE REPORT

The report displays the users with permission to access the selected door or doors.

BUILT IN REPORTS WINDOW

Once you select a report; the report window will open. Below is an example of the User-Door Activity Report:

User to Doar Activity Report =S
Period |Date Range 6 From | 1/09/2015 9:19 AM - | To  1/10/20159:19 AM - 6.&] Print / Export
| Local Time é - | Source é | Text 6 | Type 6 -
7 Type here to search... Q Type here to see@f Type here to search... Q Type here to seaqf |§
|
> EB 30/09/2015 4:16: 24 PM Training Case Rob Card Access at <RO1:Rdr01> into FRONT DOOR User Access
2 30/09/2015 4:14:54 FM Training Case Rob Card Access at <R01:Rdr01 into FRONT DOOR User Access
1. The Period filter sets the range of dates and times that 4. The Text column displays the logged information for the
the report includes. You can select either a date range or event that occurred.

number of days.
5. The Type column displays the category of the review event.
2. The Local Time column shows the date that the event
occurred. 6. The Print/Export button will print or save the contents of
the report to a PDF or CSV file.
3. The Source column displays the controller that generated
the review message.
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REVIEW °
INTRODUCTION TO REVIEW

Review is a historical log of the events that occur in the Integriti System. These events can be created by the Integriti controllers, the
Integriti application or even third party devices such as CCTV systems.

Review is commonly used to find historical evidence of an event, such as finding out which users accessed a particular door on a
particular date. Review can also be used to generate advanced reports such as Time on Site reports for payroll.

The Review window below appears in System Designer and GateKeeper by default.

Review

¢ Perind |Recent History

Local Time

29102015 11:30:36 AM Mew Controller 'S... Installer Security Pin code changed by Installer (C3K-LcdTerm: 01) Pin Changed E]
29/10/2015 11:30:28 AM Mew Controller '5... Installer Fin Logon at C3K-LcdTerm: 01 User Access
29/10/2015 11:29:24 AM Mew Controller 'S... Installer Logoff at C3K-LcdTerm: 01 User Access
29102015 11:29:04 AM Mew Controller 'S... Installer Pin Logon at C3K-LedTerm: 01 User Access
25/10/2015 11:29:02 AM Mew Controller '5... Installer Logoff at C3K-LocdTerm: 01 User Access
29/10/2015 11:29:01 AM Mew Controller 'S... Installer Access at C3K-LcdTerm: 01 (Door not defined) Denied - Mo Location User Access
29102015 11:29:01 AM Mew Controller 'S... Installer Pin Logon at C3K-LedTerm: 01 User Access -

1. The Local Time column displays the date and time that 3. The Text column contains the review message.

the review event was generated.
4. The Review Type column displays the category of the review

2. The Source column displays the name of the device that message. Every review message falls into a single category,

generated the review event. Controller based events this includes User Access, Card Info and Area Change etc.

will display the name of the controller. Alternatively,

there may be review events generated by the Integriti

application which will have the source AppServer:

IntegritiApplicationServer.

REVIEW FILTERS

Located at the top of the Review window are a series of filter options that will assist you in locating review records of particular
interest.

The Source text box is used to filter review based on the controller or application
that created the event. This is commonly used on sites with many Integriti Source
controllers to filter review to a single panel.

The Message text box is a quick way to filter review if you know part of the
message you are searching for. This method of searching review can often return MF’—";E‘QE
records that may match your entry but aren’t exactly what you’re looking for.

For more accurate search results, you will need to use a wild-card. A wild-card is a placeholder symbol that represents one or more
characters in the message. In Integriti the wild-card symbol is the % character.
Below is an example of how a wild-card is used:

Installer Pin Logon at C3K4LcdTerm: 04
Entering the text Installer or Inst% will show this review message.
Entering the text Installer Logon will not show this review message as the text does not contain the word PIN.

A wild-card can be used to replace words between Installer and Logon; entering Installer%Logon will show this review message.
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REVIEW TYPE FILTERING

The Review Type filter allows you to display review records based on one or more
Review Type categories. This can be used to display all records of a particular
type, for example User Access events.

REVIEW LEVEL FILTERING

The Review Level filter allows you to filter review record to different levels. The
lowest review level is Everyone, this level will show the least number of review

Review Type | General/Start/Sto... -

Review Level | Inner Range - De... -

events. The highest review level is Inner Range - Debug, this level will display
every generated review message.

PLAY / PAUSE REVIEW BUTTON

On sites that generate a large amount of review messages it is difficult to read
review messages before they are replaced by new events. The Play / Pause button
will start and stop new review messages from appearing in the Review window.
When in the play mode the button will appear highlighted.

PERIOD FILTERING

The Period is a time-based filter that filters the review messages based on the
date and time setting specified.

The three period filters are:

|

Perniod |Live -

Live: This option will clear all review events from the review window and only display new events as they are created. If you wish to

clear the review window a second time, click the Refresh Live button.

I: 1 Live

Recent History: This filter allows you search historic review based on a last number of weeks, days, hours or minutes. Below is an

example of a recent history filter set to one day:

Period Recent History ¥ | Last 1} ¥ Days

Date Range: This filter allows you to search historic review based on events occurring between to specified dates and times. Below is
an example of a Date Range filter containing a one hour period of time on a particular day:

Period Date Range ¥ | From 23/10/2015 11:00 AM

¥ To 23/10/2015 12:00 AM |®

RIGHT CLICK OPTIONS

Right-clicking on a review message will open a list of all the system entities that
were involved in generating this review message. Each of the items listed is a hyper-
link to the editing screen for that item, this allows you to easily jump to that item to
edit it.

Details...

Edit Front Door (D22)...
Edit Installer (U1)...
=+ Edit SAFE (AS)...

B =
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EXPORTING REVIEW

In some cases you may need to provide a copy of the review to someone else in a particular format. Once you have filtered the
review records review you can export these review records in the format of your choice. To export review click the Print Export
button, this will open the Preview window.

Installer| Installer - Detailed

Local Time + Source

14/12/2015 1:47:46 PM MNew Controller 'S... Installer Logoff at C3K-LcdTerm: 01 User Access
14/12/2015 1:47:46 PM MNew Controller 'S... Installer Pin Logon at C3K4 cdTerm: 01 User Access
14/12/2015 1:47:45 FM MNew Controller 'S... Installer Logoff at C3K-LcdTerm: 01 User Access

The Preview window contains a number of options, the most commonly used ones are:

EEEES)
SUChell o e ]
4)5 6
Inner Range Integriti Review Record (Fast - No Entities) Listing
Local Time Source Text Type
16122015 1:34:39 AM New Controller'sC |Installer Logoffat C3K-LcdTerm: 01 User Access
16/12/2015 1:34:38 AM New Controller'sC |Installer Pin Logon at C3K-LcdTerm: 01 User Access
16122015 1:34:38 AM New Controller'sC |Installer Logoffat C3K-LcdTerm: 01 User Access
16/12f2015 1:34:37 AM New Controller'sC |Installer Pin Logon at C3K-LcdTerm: 01 User Access
1. The Open command is used to open and view a preview 4. The Export To command allows you to save the contents
that was saved in the native format using the Save of the Preview window in the file format of your choice.
command. Commonly used formats are PDF, XLS or CSV. After selecting
2. The Save command is used to save the contents of the a format the Format Options window will open, these
preview window in the native .prnx file. This file can be setting are best left as default.
opened at a later date using the Open command. 5. The Email As command works the same as the Export To
3. The Print command will open the Windows Print window command, however, once the file is saved it will be attach to
allowing you to select a printer and set the appropriate a blank email in your default mail client.
printing options. 6. The Close Print Preview button will exit the Preview window

without saving the contents.
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